Audit, Risk & Assurance Committee
Tue 15 November 2022, 10:00 - 12:00

Teams
Agenda

10:00-10:00
0 min

10:00-10:00
0 min

10:00 -10:00
0 min

1. PRELIMINARY MATTERS

BEi ARA Agenda_15Nov22 v3.pdf (3 pages)

1.1. Welcome and Apologies
1.2. Declarations of Interest

1.3. Minutes from the previous meeting held on 27th September 2022 for approval

B ARA Item_ 1.2 Unconfirmed Minutes 27Sept22 MT.pdf (6 pages)

1.4. Matters arising from previous meeting

1.5. Committee Action Log

Bi ARA ltem_1.5 Action Log 27Sept22 PH.pdf (2 pages)

2. ITEMS FOR APPROVAL/RATIFICATIONS/DECISION

2.1. Application for Single Tender Waiver

Attached Director of Finance and IT

B ARA_Item 2.1 Application for Single Tender Waiver Nov 22.pdf (3 pages)

3. ITEMS FOR ASSURANCE

3.1. Internal Audit Progress Report 2022-23

Attached Head of Internal Audit

Bi ARA Item_3.1_Powys ARAC A&A Progress Report November 22 Cover.pdf (3 pages)
Bi ARA Item_3.1a_Powys ARAC A&A Progress Report November 22.pdf (11 pages)

3.2. Internal Audit Reports: a) Control of Contractors: Follow Up (Substantial Assurance) b)
Staff Rostering (Reasonable Assurance) c) Decarbonisation (Not Rated) d) Security Services
(Reasonable Assurance)

Attached Head of Internal Audit/Executive Leads

J:E ARA_Item_3.2b_PTHB-2223-02-Staff Rostering-Final Internal Audit Report.pdf (14 pages)
EQ;SARA_Item_S.Zc_FinaI All Wales Decarbonisation report (PTHB).pdf (19 pages)
B "ARA Item 3.2d PTHB 2223-20 Security Services Final Internal Audit Report.pdf (15 pages)



3.3. External Audit Progress Report 2022-23

Attached External Audit
Bi ARA Item 3.3 ARAC Update November 2022.pdf (10 pages)

3.4. External Audit Reports: a) National Fraud Initiative in Wales 2020-21 b) Equality Impact
Assessments: more than a tick box exercise?

Attached External Audit

Bi ARA Item_3.4a_The National Fraud_Initiative_in_Wales_2020 21 English_0.pdf (25 pages)
Bi ARA Item_3.4b_Equality_impact_assessment-english_0.pdf (44 pages)

3.5. Annual Governance Programme Reporting

Attached Interim Board Secretary

Bi ARA Item 3.5 Annual Governance Programme_Nov22.pdf (2 pages)
B ARA_Item_3.5a_Annual Governance Programme_2022-23 Q2 _.pdf (12 pages)

3.6. Audit Recommendation Tracking

Attached Interim Board Secretary

Bi ARA Item_3.6_Audit Recommendations Report_ November 2022.pdf (11 pages)

BEi ARA Item 3.6a_Appendix D - Internal Audit Recommendations that remain OUTSTANDING.pdf (5 pages)

Bi ARA_Item_3.6b_Appendix E - Internal Audit Recommendations COMPLETED since prev report.pdf (2 pages)
BEi ARA Item 3.6¢c_Appendix F - Internal Audit Recommendations Not Yet Due for Imp.pdf (3 pages)

Bi ARA_Item_3.6d_Appendix G - External Audit Recs that remain OUTSTANDING.pdf (1 pages)

3.7. Welsh Health Circular Tracking

Attached Interim Board Secretary

B ARA_Item_3.7_Welsh Health Circulars_Oct_2022.pdf (3 pages)
Bi ARA Item 3.7a Appendix 1_WHC's and MDs Currently Outstanding.pdf (6 pages)
B ARA_Item_3.7b_Appendix 2_WHCs Implemented since previous Report.pdf (2 pages)

3.8. Risk Management Framework

Attached Interim Board Secretary

Bi ARA_Item 3.8 Risk Management_Nov22_final.pdf (4 pages)
Bi ARA Item_3.8b Appendix 2 - PTHB_Risk Appetite Statement_Nov22.pdf (4 pages)
B ARA_Item_3.8a_Appendix 1 - Revised PTHB_Risk_Management_Framework_Nov22 (002).pdf (20 pages)

10:00-10:00 4, ITEMS FOR INFORMATION

0 min
Attached

4.1. Community Health Council Transfer Update

Attached Director of Workforce and OD

Bi ARA Item 4.1 _CHC transfer update 151122.pdf (12 pages)
B ARA_Item_4.1a_App 1 CHC Transfer update Oct 2022.pdf (16 pages)
- Bi ARA Item_4.1b_App 2 CHC transfer update 171022.pdf (10 pages)
%%, Bi ARA Item_4.1c_App 3 CHC Transfer update Oct 2022.pdf (1 pages)

/\’%@G B ARA Item_4.1d_App 4 CHC transfer update Oct 2022.pdf (6 pages)

&
3%

4.2. Review of Committee Programme of Business



Attached Interim Board Secretary
Bi ARA Item_4.2 Committee Work Programme_2022-23  working copy.pdf (4 pages)

10:00-10:00 5 OTHER MATTERS
0 min
5.1. Items to be brought to the attention of the Board and other Committees

5.2. Any other urgent business

5.3. Date of next meeting: 31 January 2022 at 10am
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Item Title Attached Presenter
/Oral
1 PRELIMINARY MATTERS
1.1 | Welcome and Apologies Oral Chair
1.2 | Declarations of Interest Oral All
1.3 | Minutes from the Previous Meeting, held Attached Chair
27th September 2021
1.4 | Matters Arising from the Previous Oral Chair
Meeting, held 27th September 2021
1.5 | Committee Action Log Attached Chair
2 |ITEMS FOR APPROVAL/RATIFICATION/DECISION
2.1 | Application for Single Tender Waiver Attached Director of Finance
and IT
3 ITEMS FOR ASSURANCE
3.1 | Internal Audit Progress Report 2022-23 Attached Head of Internal
Audit
3.2 | Internal Audit Reports: Attached Head of Internal
a) Control of Contractors: Follow Up Audit/Executive
(Substantial Assurance) Leads
b) Staff Rostering (Reasonable
Assurance)
c) Decarbonisation (Not Rated)
d) Security Services (Reasonable
Assurance)
3.3 | External Audit Progress Report 2022-23 Attached External Audit
3.45,| External Audit Reports: Attached External Audit
/"zjg% a) National Fraud Initiative in Wales
%%, 2020-21
7z

(28

%
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b) Equality Impact Assessments:
more than a tick box exercise?

3.5 | Annual Governance Programme Attached Interim Board
Reporting Secretary
3.6 | Audit Recommendation Tracking Attached Interim Board
Secretary
3.7 | Welsh Health Circular Tracking Attached Interim Board
Secretary
3.8 | Risk Management Framework Attached Interim Board
Secretary
4 ITEMS FOR DISCUSSION
4.1 | Community Health Council Transfer Attached Director of
Update Workforce & OD
4.2 | Review of Committee Programme of Attached Interim Board
Business Secretary
5 OTHER MATTERS
5.1 | Items to be Brought to the Attention of Oral Chair

the Board and Other Committees

5.2 | Any Other Urgent Business Oral Chair

5.3 | Date of the Next Meeting:
e 31st January 2023 at 10.00am, Microsoft Teams

Key:

Governance & Assurance
Internal & Capital Audit
External Audit
Anti-Fraud Culture

Powys Teaching Health Board is committed to openness and transparency, and conducts
as much of its business as possible in a session that members of the public are normally
welcome to attend and observe.

However, in light of the current advice and guidance in relation to Coronavirus (COVID-
19), the Board has agreed to run meetings virtually by electronic means as opposed to
in a physical location, for the foreseeable future. This will unfortunately mean that
members of the public will not be able attend in person. The Board has taken this
decision in the best interests of protecting the public, our staff and Board members.

The Board is expediting plans to enable its committee meetings to be made available to
the public via live streaming. In the meantime, should you wish to observe a virtual
meeting of a committee, please contact the Board Secretary in advance of the meeting
in order that your request can be considered on an individual basis (please contact

:;gz;)es Quance, Board Secretary, james.quance2@wales.nhs.uk).

Yy
G . . .
In ion, the Board will publish a summary of meetings held on the Health Board’s
web5|t’e°within ten days of the meeting to promote openness and transparency.

e
H
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AUDIT, RISK & ASSURANCE COMMITTEE

UNCONFIRMED

MINUTES OF THE MEETING HELD ON TUESDAY 27 SEPTEMBER
2022 VIA MICROSOFT TEAMS

Present:
Mark Taylor

Rhobert Lewis
Ian Phillips

In Attendance:
Carol Shillabeer
Pete Hopgood
Paula Walters
Ian Virgil

Sarah Pritchard
Mererid Bowley
James Quance

Committee Support
Stella Parry
Beth Powell

Apologies

Ronnie Alexander
Tony Thomas
Vivienne Harpwood

Audit, Risk & Assurance Committee
Meeting held on 27 September 2022
Status: Unconfirmed

Independent Member - Capital and Estates
(Committee Chair)

Independent Member - General
Independent Member - ICT

Chief Executive (Joined for part)
Director of Finance and IT

Associate Director of Corporate Business
Head of Internal Audit

Head of Financial services

Director of Public Health

Interim Board Secretary

Interim Corporate Governance Manager
Interim Corporate Governance Business Officer
(covered part)

Independent Member- General
Independent Member - Finance
PTHB Chair

Audit, Risk and Assurance Committee
15 November 2022
Agenda item 1.3

Page 1 of 6
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Audit, Risk & Assurance Committee
Meeting held on 27 September 2022
Status: Unconfirmed

Page 2 of 6

ARA/22/061 | WELCOME AND APOLOGIES
The Committee Chair welcomed everyone to the meeting and confirmed
that a quorum was present. Apologies for absence were noted as recorded
above.
ARA/22/062 | DECLARATIONS OF INTEREST
The Committee Chair INVITED Members to declare any interests in relation
to the items on the Committee agenda.
None were declared.
ARA/22/063 | MINUTES OF THE MEETINGS HELD 18 JULY 2022
The minutes of the meetings held on 18 July 2022 were RECEIVED and
AGREED as being a true and accurate record.
ARA/22/064 | MATTERS ARISING FROM PREVIOUS MEETINGS
The following matters arising were discussed:
ARA/22/055: It was queried whether the Records Management Report that
was discussed at a previous Delivery and Performance Committee, had
been circulated to Committee members. The Director of Finance and ICT
confirmed this would be disseminated to the Committee following the
meeting.
ARA/22/065 | COMMITTEE ACTION LOG
The Committee received and NOTED the action log. The following actions
were discussed by the Committee:
e ARA/22/034, ARA/22/047, ARA/22/048: The Director of Finance and
IT suggested that deadlines would be provided for each action and
updated in readiness for the next meeting.
o
gié%é
/90%5
.
28

Audit, Risk and Assurance Committee
15 November 2022
Agenda item 1.3
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ARA/22/066 | APPLICATION OF SINGLE TENDER WAIVER

The Head of Financial Services presented the following application for one
single tender waiver received during the period of 1 July 2022 and 31
August 2022:

Request
to waive
ingl R L h
Single QUOTE Name of eason Date of Value engt Prospective/ Appendix
Tender 5 Item for of N
Reference or Supplier Waiver Approval £ Contract Retrospective | Ref
TENDER
threshold
Asset
Integra Management Sole
POW2223030 | Quote (E-quip) System for . 13/07/2022 | £5,250 | 1year Prospective Al
. Supplier
Ltd Medical
Devices

The Head of Financial Services highlighted to Committee members that an
administrative error of the Single Tender Waiver (STW) register log was
noted for 2022/2023 in relation to STW 2223029 and therefore is the second
STW for 2022-2023 and not the thirtieth.

The Committee RATIFIED the use of Single Tender Waiver in respect of 1
item during the period of 1 July 2022 and 31 August 2022.

LOCAL PUBLIC HEALTH TEAM TRANSFER

The Associate Director of Corporate Business joined the meeting and
presented the item which provided an overview of the arrangements that
had been implemented to transfer the local public health team function,
staff and resources to the health board from Public Health Wales.
Assurance was also provided in relation to the planning and
implementation of the transfer and the key risks and mitigating actions
that have been put in place to manage the risks and limit any adverse
impact on the health board.

ARA/22/067

Committee members queried whether detailed analysis had been
undertaken in relation to the implications of the grant funding utilised to
fund substantive posts which were due to be transferred to the health
board. It was noted that this had yet to be undertaken and the Committee
suggested that an evaluation of the risk be undertaken and the findings be
5 included to the presentation due to be made to the Board on 28t

s, September 2022.

\_)
ezi/f The Committee welcomed the update and DISCUSSED and NOTED the
g .Report. The Associate Director of Corporate Business left the meeting.

Audit, Risk & Assurance Committee Page 3 of 6 Audit, Risk and Assurance Committee
Meeting held on 27 September 2022 15 November 2022
Status: Unconfirmed Agenda item 1.3
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ARA/22/068

INTERNAL AUDIT PROGRESS REPORT 2022-23

The Head of Internal Audit presented the item which provided an overview
of the progress against the 2022-23 Internal Audit Plan to date. It was
noted that the plan for 2022/2023 was agreed by the Audit, Risk and
Assurance Committee in April 2022 and is delivered as part of the
arrangements established. The following matters where highlighted for the
Committee’s attention:

e Two Internal Audit Reports had been finalised since the previous
meeting of the Committee; one report had been rated ‘Limited
Assurance’ and one ‘Advisory’. Within the agenda, the Site
Leadership and Co-ordination report has been reported as ‘Limited
Assurance’ as an error; this should state ‘Advisory’.

e A further report that was at the draft report stage has since been
reported as finalised as a ‘Substantial Assurance as a follow up of a
previous ‘Limited Assurance’ report.

e Seven audits are work in progress with a further seven at the
planning stage.

e A detailed follow-up Audit has been added to the plan, for the
previously limited assurance report on Control of Contractors.

Committee members suggested that the scopes of audit reviews need to
be made clear prior to receipt of the final reports to frame the
expectations. The Head of Internal Audit confirmed that outline scopes are
set in the annual plan which was agreed in March 2022 but recognised the
Committee’s wish to understand the detail of the scope of forthcoming
reviews. Further narrative would be included within the progress report to
regarding audit scopes for the November meeting.

The Committee DISCUSSED and NOTED the update and AGREED the
proposed changes to the 2022-23 Internal Audit Plan.

Audit, Risk & Assurance Committee
Meeting held on 27 September 2022
Status: Unconfirmed

Page 4 of 6 Audit, Risk and Assurance Committee
15 November 2022
Agenda item 1.3
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ARA/22/069

INTERNAL AUDIT REPORTS

a) IT Infrastructure and Asset Management (Limited Assurance)
The Committee received the report which sought to evaluate the adequacy
and monitoring of IT infrastructure within the health board. It was noted
that the report had received ‘Limited Assurance’. Although improvements
in monitoring and updating equipment had taken place, the infrastructure
still contained significant areas for improvement.
The Committee DISCUSSED the findings of the report in detail and
recognised the potentially sensitive nature of the report. The Committee
AGREED that the report would be taken to a forthcoming meeting of the
Delivery and Performance Committee for a further discussion in relation to
potential impacts and prioritisation. Action: Director of Finance and IT.

b) Site Leadership and Coordination (Advisory)
The Committee received the report and noted that the report was an
advisory review to support management rather than an assurance report.
No assurance rating was therefore provided. The review suggested that the
health board had developed an appropriate site coordination and
leadership model which had been effectively implemented to date and was
supported by robust governance arrangements.

The Committee received and NOTED the Internal Audit Reports.

ARA/22/070

EXTERNAL AUDIT PROGRESS REPORT 2022-23

External Audit presented the item which provided an update on current
and planned Audit Wales work. Information was also provided on the
Auditor General’s wider programme of national value-for-money
examinations and the work of the Good Practice Exchange (GPX). The
Committee NOTED the following audits currently underway:
Orthopaedic services - follow up;

Renewal Programme;

Review of Unscheduled Care; and

Structured Assessment.

The Committee DISCUSSED and NOTED the Report and welcomed the
increased usage of interactive datasets.

ARA/22/071

AUDIT RECOMMENDATION TRACKING

The Board Secretary presented the item and highlighted that in August
2022 Executive Owners were provided with an opportunity to review any
outstanding recommendations from 2017/18, and 2019/20 and re-consider
where appropriate, achievable final deadlines for implementation that
could be monitored against.

The Committee DISCUSSED and NOTED the Report, and the Chair
welcomed the positive progress made against the implementation of

srecommendations to date.

Audit, Risk & Assurance Committee
Meeting held on 27 September 2022
Status: Unconfirmed

Page 5 of 6 Audit, Risk and Assurance Committee
15 November 2022

Agenda item 1.3

8/298




6/6

ARA/22/072

ANNUAL REVIEW OF COMMITTEE TERMS OF REFERENCE 2022-2023
The Board Secretary presented the Committee’s Terms of Reference for
review in order to ensure that they remain fit for purpose. It was
requested that any suggested amendments were relayed via the Chair or
Board Secretary by 7th October 2022.

The Board Secretary highlighted that it had been suggested that the
frequency of meeting for 2022/24 be amended from bi-monthly, to at least
quarterly. Committee Members suggested that careful consideration would
need to be given to the management of committee business.

The Committee Chair noted that the Terms of Reference stated that the
Committee would receive a copy of the Corporate Risk Register, it was
agreed that this would be discussed with the Board Secretary.

The Committee NOTED the report and AGREED to return any proposed
amendments by 7th October 2022.

ARA/22/073

REVIEW OF COMMITTEE PROGRAMME OF BUSINESS
The Committee RECEIVED and NOTED the Committee programme of
business.

ARA/22/074

ITEMS TO BE BROUGHT TO THE ATTENTION OF THE BOARD AND
OTHER COMMITTEES

There were no matters to be brought to the attention of the Board and
other Committees.

ARA/22/075

ANY OTHER URGENT BUSINESS
No other urgent business was declared.

ARA/22/076

DATE OF NEXT MEETING
15 November 2022, 10:00 am, Microsoft Teams

Audit, Risk & Assurance Committee
Meeting held on 27 September 2022
Status: Unconfirmed

Page 6 of 6

Audit, Risk and Assurance Committee
15 November 2022
Agenda item 1.3
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Not yet due
Due

AUDIT, RISK AND ASSURANCE COMMITTEE ACTION LOG
(Following the meeting held 27 September 2022)

Minute Date Action Responsible Progress Status
ARA/22/034 13 June | A ‘Register of Contracts’ Director of Finance | The Head of Financial Services is
2022 linked to the Single Tender &IT working in conjunction with
Waiver process would be procurement team on this action
developed. and it is anticipated an update on
this will be reported to the January
2023 meeting
ARA/22/047 18 July Work would be undertaken Director of Finance | The Head of Financial Services is
2022 alongside procurement to &IT working in conjunction with
develop an approach to procurement team on this as part
ensure maintenance costs of the above action
were included in original
“ procurement costs to enable
%75, an upfront position of the
e
% cost of the contract to be
=% provided.
.
RE

Audit, Risk and Assurance Committee
Action Log

Audit, Risk and Assurance Committee
15 November 2022
Agenda Item 1.5

1/2 10/298
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ARA/22/048 18 July | The paper provided to the Director of Finance | A paper to include a trend analysis
2022 Executive Committee and & IT including Welsh Risk Pool
Patient Experience, Quality benchmarking to be included as
and Safety Committees which part of the interim Losses and
provided a trend analysis of Special Payments report scheduled
Losses and Special Payments for the January 2023 meeting
would be shared with
Members for information.
ARA/22/069 27 The IT Infrastructure and Director of Finance | Paper to be provided to the
September | Asset Management (Limited & IT Delivery and Performance
2022 Assurance) would be taken Committee scheduled for February
forward to a meeting of the 2023
Delivery and Performance
Committee for further
discussion.
O/<>O
9\73
.
RE

Audit, Risk and Assurance Committee

Action Log

2/2

Page 2 of 2

Audit, Risk and Assurance Committee
15 November 2022
Agenda Item 1.5
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Agenda item: 2.1 ‘

Audit, Risk and Assurance Date of Meeting:
Committee 15th November 2022
Subject : SINGLE TENDER WAIVERS

Approved and Director of Finance and IT

Presented by:

Prepared by: Head of Financial Services

Other Committees None
and meetings
considered at:

PURPOSE:

To seek the Audit, Risk and Assurance Committee’s RATIFICATION of Single
Tender Waiver requests made between 1 September 2022 and 31 October
2022.

RECOMMENDATION(S):

It is recommended that the Audit, Risk and Assurance Committee RATIFIES
the use of Single Tender Waiver in respect of 1 item during the period of 1
September 2022 and 31 October 2022 and consider additional information
provided regarding the individual single tender document.

Ratification Discussion Information
v
0'00
2y
28
Vl) @,)
s
.
BN
Single Tender Waivers Page 1 of 3 Audit, Risk & Assurance Committee

15% November 2022
Agenda Item 2.1
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THE PAPER IS ALIGNED TO THE DELIVERY OF THE FOLLOWING
STRATEGIC OBJECTIVE(S) AND HEALTH AND CARE STANDARD(S):

Strategic
Objectives:

Focus on Wellbeing

Provide Early Help and Support
Tackle the Big Four

Enable Joined up Care

Develop Workforce Futures
Promote Innovative Environments
Put Digital First

Transforming in Partnership

x| % x| x| /% x|%

RN AW IN =

Health and
Care
Standards:

Staying Healthy

Safe Care

Effective Care

Dignified Care

Timely Care

Individual Care

Staff and Resources

Governance, Leadership & Accountability

QO IN RN =
NANE I ENEANENE

EXECUTIVE SUMMARY:

In-line with the organisation’s Standing Orders, there is a requirement for all single
tender waiver and extension of contracts to be reported to the Audit Risk and
Assurance Committee. Single tender waiver shall only be permitted when a single
firm or contractor or a proprietary item or service of a special character is required
and as set out in law. Single tender waiver shall only be employed following a
formal submission and with the express written authority of the Chief Executive, or
designated deputy having taken into consideration due regard of procurement
requirements.

DETAILED BACKGROUND AND ASSESSMENT:

The previous report on single tender waiver use was received by the Audit Risk and
Assurance Committee at its September 2022 meeting which covered the period
from 1 July 2022 and 31 August 2022.

JSA summary of the use of Single Tender Action from 1 September 2022 and 31
7 ¢tober 2022 is as follows:

/\—’0@(;5
3

9{,3

.
R

Single Tender Waivers Page 2 of 3 Audit, Risk & Assurance Committee
15t November 2022
Agenda Item 2.1
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Request
to waive
Single Length . .
Tender QuOTE Name. i Item Reason for Waiver PEETS Value £ of Prospectwtf./ GRS
Reference or Supplier Approval Contract Retrospective | Ref
TENDER
threshold
Maintenance . .
of Telephone Continuation of Part -
POW2223031 | Quote Getronics Arrangements/Value | 15/09/2022 £24,600 | 1vyear . Al
System Retrospective
. for Money
Switches
Demand
Capacity and
Financial
Modelling In Continuation of
Support of work linked to
POW2223032 | TENDER | Adcurls | service previous. 22/09/2022 | £36,000 | 1year | Prospective | A2
Consulting | change from undertaking and
Strategic timescale (Links to
Outline Case STW POW2122018)
to Outline
Business
Case
Absence of viable
Provision of NHS Supplier.
British Termination Continuation of
Pregnancy | of pregnancy | arrangement until 12 Part -
POW2223034 | TENDER Advisory and national framework 26/10/2022 | £153,090 X A3
. X R Months Retrospective
Service Vasectomy for these services is
(BPAS) for Powys in place which is
Patients anticipated to be
Autumn 2021.

Please note due to an administrative error the STW register log for
2022/23 commenced on STW 2223029

Full details including supporting documentation has been shared with Committee
members under confidential cover, given the potential for commercially sensitive
information to be included.

From 1st January 2019 a Dun and Bradstreet Report is being undertaken by NWSSP
Procurement Services to provide a report on financial standing of the proposed
supplier including Director details and associated companies. This has been
introduced to further strengthen governance of the Single Tender Waiver process.
This is referenced in the procurement section of the form and the full report is
reviewed by the Head of Financial Services and provided to the Chief Executive with
the Single Tender Waiver Form to aid the decision-making process.

NEXT STEPS:

9% report on use of Single Tender Waivers will be submitted to each Audit, Risk and
)’@gsurance Committee meeting. A nil report will also be reported if applicable.

\—3 S,
eJ;;
.
RN
Single Tender Waivers Page 3 of 3 Audit, Risk & Assurance Committee
15t November 2022
Agenda Item 2.1
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Agenda Item: 3.1

Audit, Risk and Assurance Date of Meeting:

Committee 15 November 2022

Subject: Internal Audit Progress Report

Approved and _
Presented by: Board Secretary / Head of Internal Audit

Prepared by: Head of Internal Audit

Other Committees
and Meetings
considered at:

PURPOSE:

To provide the Audit, Risk and Assurance Committee with information regarding
the progress of Internal Audit work in accordance with the agreed plan; including
details and outcomes of reports finalised since the previous meeting of the
committee and proposed amendments to the 2022/23 plan.

RECCOMENDATION(S):

The Audit, Risk & Assurance Committee are requested to:
e Note the Internal Audit Progress Report, including the findings and
conclusions from the finalised audit reports.

oo, Approval Discussion Information
7%
/v;@f
Ovl)éQ) x
¥4
0.
%

15/298



2/3

THE PAPER IS ALIGNED TO THE DELIVERY OF THE FOLLOWING

STRATEGIC OBJECTIVE(S) AND HEALTH AND CARE STANDARD(S):

Strategic 1. Focus on Wellbeing
Objectives: 2. Provide Early Help and Support
3. Tackle the Big Four
4. Enable Joined up Care
5. Develop Workforce Futures
6. Promote Innovative Environments
7. Put Digital First
8. Transforming in Partnership 4
Health and . Staying Healthy
Care . Safe Care
Standards: . Effective Care

1

2

3

4. Dignified Care

5. Timely Care

6. Individual Care

7. Staff and Resources

8. Governance, Leadership & Accountability v

EXECUTIVE SUMMARY:
The progress report highlights the conclusions and assurance ratings for audits
finalised in the current period.

The following four audit reports have been finalised since the September 22
meeting of the Committee:

e Control of Contractors: Follow Up (Substantial Assurance)
e Staff Rostering (Reasonable Assurance)

e Security Services (Reasonable Assurance)

e Decarbonisation (Advisory Review)

Following a request from the Audit Committee Chair at the September 22
meeting, Appendix A of the progress report now also includes details of the
outline scope for all audits that have not yet been finalised.

16/298
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BACKGROUND AND ASSESSMENT:

The NHS Wales Shared Services Partnership (NWSSP) Audit and Assurance
Service provides an Internal Audit service to Powys Teaching Health Board.

The work undertaken by Internal Audit is in accordance with its annual plan,
which is prepared following a detailed planning process, including consultation
with the Executive Directors, and is subject to Committee approval. The plan
sets out the program of work for the year ahead as well as describing how we
deliver that work in accordance with professional standards and the engagement
process established with the Health Board.

The 2022/23 plan was formally approved by the Audit, Risk and Assurance
Committee at its March 22 meeting.

The progress report provides the committee with information regarding the
progress of Internal Audit work in accordance with the agreed plan; including
details and outcomes of reports finalised since the previous meeting of the
committee and proposed amendments to the plan.

Appendix A of the progress report sets out the Internal Audit plan as agreed by
the committee, including commentary as to progress with the delivery of
assignments.

NEXT STEPS:

A progress report will be submitted to each meeting of the the Audit, Risk and
Assurance Committee.

17/298



Powys Teaching Health Board

Internal Audit Progress Report

Audit, Risk & Assurance Committee
November 2022

NWSSP Audit and Assurance Services
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1.

3.

Introduction

This progress report provides the Audit, Risk & Assurance Committee with the current
position regarding the work to be undertaken by the Audit & Assurance Service as part
of the delivery of the approved 2022/23 Internal Audit plan.

The report includes details of the progress made to date against individual assignments,
outcomes and findings from the reviews, along with details regarding the delivery of
the plan and any required updates.

The plan for 2022/23 was agreed by the Audit, Risk & Assurance Committee in April
2022 and is delivered as part of the arrangements established for the NHS Wales Shared
Service Partnership - Audit and Assurance Services.

Outcomes from Completed Audit Reviews

Four assignments from the 2022/23 plan have been finalised since the previous meeting
of the committee and are highlighted in the table below along with the allocated
assurance ratings.

The full versions of the reports are included in the committee’s papers as separate
items.

FINALISED AUDIT REPORTS ASSURANCE RATING
Control of Contractors: Follow-up Substantial ' C_;%
Staff Rostering y
R 7l
_ _ easonable I 4 / L
Security Services
Decarbonisation Advisory |

Delivery of the 2022/23 Internal Audit Plan

There are a total of 25 reviews included within the 2022/23 Internal Audit Plan, and
overall progress at this early stage of the year is summarised below.

P
09,

o, 0 5 10 15 20 25 30

0
095’5%! Final/Complete Draft Work in progress M At planning stage M Not started
J)’
70,
%

NWSSP Audit and Assurance Services 3
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From the illustration above it can be seen that four audits have been finalised since the
Committee met last, with a further two at the draft report stage.

In addition, there are six audits that are currently work in progress with a further six at
the planning stage.

Full details of the current year’s audit plan along with progress with delivery and
commentary against individual assignments regarding their status is included at
Appendix A.

Appendix B highlights the times for responding to Internal Audit reports.

Appendix C shows the current level of performance against the Audit & Assurance Key
Performance Indicators.

Engagement

During the current reporting period, the Audit & Assurance team have observed Board
and Sub Committees and held meetings as follows:

Board / Sub Committees

e Board - 28 September
Health Board Meetings

e Carol Shillabeer, Chief Executive — 5 October

e James Quance, Board Secretary - 20 October

e Claire Roche, Director of Nursing & Midwifery — 22 September

e Mark MclIntyre, Deputy Director of Workforce and OD - 23 September
e Claire Madsen - Director of Therapies and Health Science - 14 October
e Audit Wales - 29 September

e Audit Wales & HiW - 17 October

NWSSP Audit and Assurance Services 4
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ASSIGNMENT STATUS SCHEDULE

Planned output.

Site Leadership and

Outline Scope

Exec
Director
Lead

Adj
(044

Current Status

Assurance
Rating

MEL LT WA
Actual
Committee

Coordination (Deferred from 24 Environment Final Advisory September
21/22)
Finance
IT Infrastructure and Asset ! : -
Management 9 Inforn'Il_?_tlon & Final Limited September
ooy o ConiEcions: 25 Environment Final Substantial November
Follow-up
Decarbonisation 22 Environment Final Advisory November
Staff Rostering 02 Worlgtgce & 2 Final Reasonable November
Security Services 20 Environment Final Reasonable November
Assess the processes in place to ensure Therapies &
Welsh Language Standards compliance with the requirements of the 13 pre Draft Limited January
Health Science
Welsh Language Standards Act
North Powys Wellbeing An assessment of the Health Board’s Planning &
Programme (Deferred from arrangements to take the North Powys 16 9 2 Draft Reasonable January
Performance
21/22) programme forward
Looked After Children Health Effective processes are in place to Nursing &
ensure that LAC health assessments are L .
Assessments (Deferred from - 5 Midwifery / Work in Progress January
appropriately completed for all relevant
21/22) ) PC&MH
looked after children
0’°% Charitable Funds are appropriately Finance
27, managed and administered in accordance ! .
Char‘ﬁ;g/&e Funds . s . 8 Information & Work in Progress January
2% with relevant legislation and Charity T
Commission guidance
Cancer Sei{vﬁges - Access to Planned actions to allow improved access Medical /
Symptomaticq;peferred from to symptomatic FIT are being effectively 11 Planning & Work in Progress January
21/22) o delivered Performance

NWSSP Audit and Assurance Services
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Planned output.

Women & Children’s Services

Outline Scope

Review of governance arrangements,

Exec
Director
Lead

PInd
Qtr

Adj
(044

Current Status

Assurance
Rating

MEL LT WA
Actual
Committee

Review workforce management, risk 18 PC&MH 1 2 Work in Progress January
management & financial management
The framework has started to embed and
Workforce Futures Framework is providing clear direction of the future 4 Workforce & 3 Work in Progress January
(Deferred from 21/22) work required to achieve the intended oD
outcomes.
) Review of systems and controls covering Planning - Brief
Bczrl;war)rc;?;yétStafﬂng requesting, authorising & paying of bank 3 Workcf;gce & 1 3 agreed with January
& agency staff November start
The organisation is working to improve its ) . .
cyber security position, and appropriate Finance, Planning — Brief
Cyber Security reporting is in place th’at shows the 10 Information & 3 agreed with January
IT November start
current status.
Processes, procedures and operational
Machynlleth Project manag'emen.t of the' Machynlleth 21 Environment 3 Work in Progress January
reconfiguration project to create a
primary and community care hub.
Professional Governance Implementation of structure to provide Therapies & .
Structure assurance on professional oversight. 14 Leaith Science 4 3 Planning March
Effectiveness of the Health Board’s
Performance Management & performance management and reporting Planning & Planning — Brief
Reporting (Deferred from arrangements, ensuring the achievement 15 Performance 3 agreed with March
21/22) of an Integrated approach through the December start
Improving Performance Framework.
Provide assurance across key areas - .
Egacnkng gea:sic/el;(ecovery of Community Services / pl_anned care / 17 lel?fg:rlrr\‘agnile 3 Planning March
0’0% recov?rvy\//gf backlog serwcefs -
<) Use o contact tracing funding to
ggﬁd 7N COtu_It_tg;(e:ianI;Control allow health Staff to respond to Covid 19 Public Health 2 3 Planning March
! 2XN outbreaks.
. e - Development, monitoring and Finance,
Efavr::g\zoprllfﬁ%éﬁﬂc'ency achievement of the Health Board’s 7 Inforn;_?_tion & 4 March
&

NWSSP Audit and Assurance Services
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Planned output.

Outline Scope

savings plans linked to recovery and the
associated Efficiency Framework.

Exec
Director
Lead

MEL LT WA
Actual
Committee

Pind Adj
Qtr Qtr

Assurance

Current Status Rating

Review the systems in place to monitor

Follow-up Action Tracker pro'gres.s with the |mplgmentatlon 9f 23 Board 4 March
actions in response to internal audit Secretary
reports.
Board Assurance Framework / Focus on development of effectl\_/e Board .
. assurance processes alongside risk 1 4 April
Risk Management . e - Secretary
identification / escalation.
. Actions taken to review and update SLA
SLAs for In-reach Medical arrangements for in-reach medical staff 12 Medical 4 April
Staff )
across all Health Board services.
Follow-up of 21/22 Limited Assurance Workforce &
Occupational Health Follow-up report to establish progress with 26 oD 4 April
implementation of agreed actions.
0’00
2y
\}/é &
%,
s
%,
S
NWSSP Audit and Assurance Services 7
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Appendix B

REPORT RESPONSE TIMES

Audit Rating Status Draft Responses | Responses | Final issued
issued & exec sign | & Exec sign
date off required | off received
Site Leadership and Coordination Advisory Final 18/08/22 09/09/22 25/08/22 25/08/22
IT Infrastructure and Asset Management Limited Final 25/08/22 16/09/22 13/09/22 14/09/22
Control of Contractors: Follow Up Substantial Final 12/09/22 04/10/22 22/09/22 22/09/22
Decarbonisation Advisory Final 30/09/22 24/10/22 13/10/22 20/10/22
Staff Rostering Reasonable Final 11/10/22 02/11/22 20/10/22 21/10/22
Security Services Reasonable Final 25/10/22 16/11/22 09/11/22 09/11/22

R/A/G
Rating

NWSSP Audit and Assurance Services

25/298



9/11

Internal Audit Progress Report Appendix C
KEY PERFORMANCE INDICATORS
Indicator Reported to Audit Committee Status Actual Target Red Amber Green
Operational Audit Plan agreed for 2022/23 March 2022 By 30 Not ik Final
June agreed plan plan
Report turnaround: time from fieldwork 100% o o 10%<v< o
completion to draft reporting [10 working days] 8 from 8 80% v>20% 20% v<10%
Report turnaround: time taken for management 100% o o 10%<v< o
response to draft report [15 working days] 6 from 6 80% v>20% 20% v<10%
Report turnaround: time from management 100% o o 10%<v< o
response to issue of final report [10 working days] 6 from 6 80% v>20% 20% v<10%
OAO
Qé?g9
%,
9’3.
.
%
NWSSP Audit and Assurance Services 9
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Assurance Ratings

. Few matters require attention and are compliance or advisory in
Substantial nature 9 P y
— assurance '
o Low impact on residual risk exposure.

Some matters require management attention in control design or

/'.,'! Reasonable compliance.
|fi"l assurance

Low to moderate impact on residual risk exposure until resolved.

\:\ Limited More significant matters require management attention.
' ":] ‘ assurance Moderate impact on residual risk exposure until resolved.

Action is required to address the whole control framework in this

‘ ‘ No assurance area.
0 High impact on residual risk exposure until resolved.

Given to reviews and support provided to management which form
part of the internal audit plan, to which the assurance definitions
are not appropriate.

- li | . . . .
C}f’f applicable These reviews are still relevant to the evidence base upon which
the overall opinion is formed.

Assurance not

NWSSP Audit and Assurance Services 10
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Control of Contractors: Follow Up

Final Internal Audit Report

Executive Summary

Purpose

The audit sought to determine the status
of agreed high and medium priority audit
recommendations arising from the
2021/22 Control of Contractors audit.
The report determined a limited
assurance rating, with a number of
significant matters identified, placing the
THB at risk of potential Health & Safety
Executive action in the event of adverse
incidents occurring on site.

Overview of findings

Agreed actions from the prior review
have been largely implemented, with 6
of the 7 recommendations now closed
(including 3 high priority matters).

Only one matter remains partially
outstanding, in relation to site-specific
signing in protocols. Recognising the
controls already implemented by the
Estates team, the recommendation
priority has been lowered from high to
medium; with the remaining actions,
due to their nature, to be undertaken in
conjunction with the wider THB.

Matters Remaining

Follow-up Report Classification *

Substantial Few matters require attention and are compliance
or advisory in nature.

Low impact on residual risk exposure.

y
' r____._;ﬁ?*' Follow up: All recommendations implemented
L and operating as expected

1 The scope of this follow-up review provides assurance against the
implementation of the agreed actions from prior years’ audit reports. It does
not provide assurance against the full scope and objectives of the original
audits.

Assurance summary

High Medium Total

Closed 3 3 6

Partially implemented - 12 1

Outstanding - - -

Total 3 4 7

2 Amended priority rating for recommendation due to scope of work
undertaken by the THB to date.

Control Design Recommendation

or Operation Priority
There is a need for tighter controls over application of contractor . .
5.1 signing in procedures throughout the THB. Operation el
/00
0‘9/@6’/
z,/{%
0%,
er
.
28

NWSSP Audit and Assurance Services
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1. Introduction

1.1 The review sought to provide Powys Teaching Health Board (the THB) with
assurance that appropriate and timely action has been taken in respect of agreed
audit recommendations arising from the 2021/22 Control of Contractors audit
(issued October 2021). The report determined a limited assurance rating, with a
number of significant matters identified, placing the THB at risk of potential Health
& Safety Executive action in the event of adverse incidents occurring on site.

1.2 The focus of this review was on the high and medium priority recommendations that
were included within the report, with the updated position presented at Appendix
A.

1.3 The key risk considered at this review was that the THB fails to address known
concerns exposing itself to unnecessary risks.

NWSSP Audit and Assurance Services 4
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Final Internal Audit Report
Appendix A

Appendix A: Status of previously agreed actions

Previous matter arising 2.1: Appointment of Contractors

of issue.

Current findings

THB Audit Recommendations
Tracker

Status as per Tracker: Closed

Original recommendation and management response

Contractors should be periodically reminded of the THB’s Health & Safety requirements, via issue of the
Health & Safety Contract Rules & Guidance.

Management response: The THB Contractor Health and Safety Guidance Booklet will be circulated to all
current Estates Maintenance Contractors and a database will be created to record issue dates and frequency

Audit Observations

The Health & Safety Contract Rules & Guidance document was
circulated to all contractors in December 2021; management have
agreed the document will be reissued at a two-year frequency.

Conclusion: Closed

Original priority

Medium

Residual risk

N/A

NWSSP Audit and Assurance Services
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Control of Contractors: Follow Up

Previous matter arising 2.2: Appointment of Contractors

Original recommendation and management response Original priority

Contractor competencies and H&S practices should be periodically rechecked, with formal records
maintained to confirm when checks were last made and are next due for review, ensuring compliance with
HSE requirements.

Management response: There is an ongoing emphasis, as noted in the audit comments, for a formal
series of 3-to-5-year maintenance contract appointments to be rolled out. This involves circa 30 separate
contracts with progress delayed by the Estates team focus on the pandemic response. The appointment
processes are more rigorous by virtue of the tender assessments, with health and safety performance and

KPIs included as part of a formal annual review arrangement.

Current findings

Audit Observations Residual risk

THB Audit Recommendations
Tracker

The THB is in the process of rolling out formal contracts (3-5-year N/A
periods) across all areas of estates maintenance, of which a total of
28 have been identified. At the time of the current review, 16 had
been let (prioritising the highest risk areas first), with a further 12

identified which still required formal tender and contracting. The

Status as per Tracker: Closed

00% tender process includes a series of health and safety checks which
%f/f@ addresses the original recommendation. This remains an ongoing
/v’ojf% process, monitored in conjunction with the Finance department (in
*)z;’ respect of financial impact to budgets) and with progress reported

) to the Estates Compliance Group.

NWSSP Audit and Assurance Services
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The 12 maintenance areas still requiring formal contracting are being
managed via rolling year-to-year orders. These areas are deemed
lower risk by management, and so have not been prioritised in the
above process.

Whilst ‘appointment’ checks have not been undertaken to the extent
of those applied in the tender process, Estates have reiterated (as
confirmed in the original audit) that insurances are re-checked on
an annual basis, individual worker competencies are monitored and
the long-standing nature of the relationships with these contractors
provides assurance as to health and safety track record on THB sites

Whilst recognising that some residual risk remains until the
contracting process is complete and the required health and safety
checks are applied to all contractors, the progress achieved to date
in the highest risk areas, coupled with the oversight processes going
forward, provides sufficient assurance to close this recommendation.

Conclusion: Closed.

NWSSP Audit and Assurance Services
7/19
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Appendix A

centrally in accessible folders

Management response:

Previous matter arising 4.1: Management of work on site - Pre-Commencement checks (Capital)
Original recommendation and management response |

4.1a | Management should review the controls applied to the ‘estates’ jobs managed by the Capital Team,
and ensure best practice applied in the Estates team, including use of standard processes and
proformas, is applied consistently across both teams for comparable / applicable works, to ensure
compliance with HSE requirements.

4.1b | Job-related documentation such as RAMs, communication with contractors etc. should be filed

4.1a | Agreed. This audit was focussed on Estates activity, and we acknowledge that a member of our
Capital team did support some emergency/urgent works in relation to roof repairs and fire doors
(team member’s area of expertise) but did not follow the ‘Estates’ processes. Further training has
been given for these occasional cross-over activities and it is the case that an incident could have
arisen which would not have had the full and appropriate paper trail, albeit the contractors were
familiar to the Capital team member and their health and safety competency was historically good.

4.1b | Job related information is retained in the maintenance file - this finding relates to the small number
of jobs undertaken by the Capital team member and further training has been provided

Original priority

NWSSP Audit and Assurance Services
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Current findings

THB Audit Recommendations
Tracker

Audit Observations

Residual risk

4.1a | Status as per Tracker: Closed | An electronic file structure is in place, for use by both Capital and N/A
Estates. As above, no further jobs have been managed by Capital
since the audit took place.

Conclusion: Closed.

4.1b | Status as per Tracker: Closed | A training session was delivered to both the Capital and Estates
teams in December 2021, refreshing staff on the procedures
required in the management of Estates contractors. Management
confirm that no further jobs have been managed by the Capital
team, since the audit took place.

Conclusion: Closed.
0’00
LONe
%,
s
2
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Previous matter arising 5.1: Management of work on site - Site Access Controls

Original recommendation and management response Original priority

Recognising the THB’s current review of local site management responsibilities (in response to the
2020/21Fire Safety audit), site access controls should be considered in tandem to ensure all contractors
sign in and out, in compliance with HSE requirements.

Management response: Agreed. The testing period was largely during COVID-19 when alternative
measures were put in place which were considered pragmatic and appropriate in the circumstances. In a
business-as-usual situation, with a significantly geographically spread estate and with Estates presence on
only limited sites, the signing in and out process will need local involvement and buy-in. Signing-in protocols
at all Reception areas has been reinstated.

Current findings

Residual risk

THB Audit Recommendations Audit Observations
Tracker i
Status as per Tracker: Closed Following return to ‘business as usual’, after the lifting of Covid Fire Safety / Security may
restrictions, visitor signing in facilities have been reinstated at { not be adequately controlled
individual sites. Evidence has been provided from a sample of sites if persons on site are not
that signing in books have been utilised by contractors in recent known to the local site
months. However, Estates advise that there may be local managers.
inconsistencies in procedures, and that contractors working
A . . . . .
%%, outside the main building may not pass through the reception area
7’%% and therefore may not sign in.
5% . . .
*’ejo It is recognised that all contractors attend either the Bronllys or
>, 3 .
%, Newtown Estates offices at the commencement of a job, to
5 complete the required Contractor Job Forms and obtain visitor
NWSSP Audit and Assurance Services 10
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passes. However, whilst local contact details are provided, site-
specific instruction is not given at this time regarding signing-in
requirements.

The Estates induction presentation states that “contractors must
sign in at the reception when arriving at work area/site location,
even after signing in at Bronllys/Newtown” and "“all operatives
must sign in/out each time they leave/arrive at site throughout

This does not appear to be happening in practice in every case.

It is recognised that Estates are considering the procurement of
an electronic contractor management system, which will include
electronic signing in/out, and therefore mitigate this issue in the
longer term. In the meantime, there is a gap in the process
currently operating.

Conclusion: Partially Implemented

Recommendation

Local site signing in requirements should be consistently applied across the THB.

the day (this is for fire role call purposes and security purposes).”

Induction information should be enhanced to ensure contractors are informed of local site signing
in requirements prior to attending site.

ement response Target Date

G

mmunlcatlons to be issued to hospital management to reinforce the October 2022
|mportance of all Contractors following the signing-in protocols for ﬂre
salyégy/securlty reasons; signing in books for Contractors have been
distributed to main Receptions at hospital sites. |

Priority

Medium

Responsible Officer

Director of Environment in

liaison with site management

11/19

NWSSP Audit and Assurance Services
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purposes.

5.1b Estates Induction Training for Contractors to emphasise message around
appropriate local sign-in at sites being visited for fire safety/security

October 2022

Head of Estates

NWSSP Audit and Assurance Services
12/19
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Previous matter arising 5.2: Management of work on site - Site Access Controls

Original recommendation and management response

A written record should be maintained of the issue / return of visitor passes to contractors.

Management response: Agreed. As per 5.1.

Current findings

THB Audit Recommendations
Tracker

Status as per Tracker: Closed

Audit Observations

Following return to ‘business as usual’, after the lifting of Covid
restrictions, passes are issued to contractors from the central
Estates offices in Bronllys or Newtown, prior to their attendance at
the job site. Passes are sequentially numbered on printed
stationery with duplicates retained in the book.

Conclusion: Closed.

Original priority

Medium

Residual risk

N/A

13/19

NWSSP Audit and Assurance Services
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Previous matter arising 6.1: Monitoring & reporting of contractor performance
Original recommendation and management response Original priority

The THB should apply their existing procedures to demonstrate compliance with HSE guidance in the
following areas:

6.1a | a) Apply a consistent methodology for the monitoring of contractor working practices on site as
defined in the Control of Contractors policy, and through retrospective compliance auditing, i.e., a
percentage of jobs to be checked, the process for documentation of checks undertaken/observations
made and recording of any follow up actions completed.

6.1b | b) Introduction of a formal contractor performance review, i.e. Key Performance Indicators (KPI)
to assess overall performance and assist future decision making; and

6.1c | c¢) Periodic reporting of the above to the relevant Executive / Committee.
Management response:

6.1a | Real time monitoring of Contractor performance in Powys is a logistical challenge. Audit and
monitoring by definition, would not occur in 100% of cases. Audit identified checks being undertaken
on 15% of jobs which exceeds what would be considered as industry good practice at circa 5%. We
will apply the 5% rule going forward.

6.1b | The new contracts being let on 3-5-year basis have KPI monitoring and annual reviews as a core
requirement in relation to performance assessment.

6'10;0‘% Reporting of Contractor performance for Estates is reported via the Estates Compliance Group by
/Z%exception with the group chaired by an Executive Director. Any matters of note or concern are
lated to the Innovative Environments Group which is chaired by CEO - any further escalations
wo’asLd be dictated by the group as required.
Q

%

,\’\\
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Current findings

Residual risk

THB Audit Recommendations Audit Observations
Tracker |

6.1a | Status as per Tracker: Closed | As agreed in the response above, a 5% rate of checks was N/A
determined as reasonable by management. A central record is now
maintained of all checks undertaken, confirming the current rate
exceeds this target (at circa 8% for the period reviewed).

Conclusion: Closed.

6.1b | Status as per Tracker: Closed | As per MA2.2, the THB is in the process of rolling out formal
contracts across its key estates maintenance areas. For those
contractors now under formal contract, a KPI framework has been
established, with periodic meetings to formally review
performance.

The progress achieved to date in the highest risk areas provides
sufficient assurance to close this recommendation. However, it
should be recognised that some residual risk will remain until the
contracting process, and enhanced performance monitoring
arrangements, is complete for all contractors.

Conclusion: Closed.

6.150% Status as per Tracker: Closed | A report was taken to the March 2022 Estates Compliance Group

5N (ECG), setting out the new KPI process and confirming the process
T, of escalation (including reporting to the ECG), should
*DJZ unsatisfactory KPI scores be determined. The ECG is chaired by
'70,\%) the Director of Environment, with minutes shared with the

Innovative Environment Group - therefore reaching an Executive

NWSSP Audit and Assurance Services 15
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audience. A review of subsequent meetings confirmed contractor
performance issues had not been reported. Whilst noting this
accords with the agreed procedure of reporting by exception,
maintaining the subject as a standing agenda item would ensure
visibility (even if a nil return is noted).
Conclusion: Closed; however, it should be ensured that
contractor performance remains a standing agenda item at ECG
meetings, even if a nil return is given.
OI%LP
5%
.
%
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Previous matter arising 7.1: Monitoring & Reporting - Incident Recording

management review / reporting.

Current findings

THB Audit Recommendations§
Tracker |

Status as per Tracker: Closed

Original recommendation and management response
All contractor-related incidents / accidents should be recorded on Datix, and appropriately coded to facilitate
Management response: Very little data on Datix systems reflects the status of incidents related to Estates

contractor activity, with the incident we were aware of recorded appropriately on the system. We recognise
the importance of formal incident recording on Datix / Once for Wales.

Audit Observations

Estates and Capital incidents and accidents are discussed as a
standing agenda item at Health & Safety Group meetings. The
importance of correct coding of incidents on Datix has been
emphasised, to enable timely review by the relevant parties.

Conclusion: Closed

Original priority

Medium

Residual risk

N/A

NWSSP Audit and Assurance Services
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Appendix B: Assurance opinion and action plan risk rating

Audit Assurance Ratings

We define the following levels of assurance that governance, risk management and
internal control within the area under review are suitable designed and applied

effectively:
Few matters require attention and are compliance or advisory in
. nature.
Substantial - . .
Low impact on residual risk exposure.
- assurance . . .

- Follow up: All recommendations implemented and operating as

expected

Some matters require management attention in control design or
compliance.

' Ill.ﬁ'( ‘ Reasonable Low to moderate impact on residual risk exposure until resolved.

assurance ) o i )
Follow up: All high priority recommendations implemented and
progress on the medium and low priority recommendations.

More significant matters require management attention.
\.\ Limited Moderate impact on residual risk exposure until resolved.
' W ‘ assurance Follow up: No high priority recommer_1dations implementec_l b_ut
progress on most of the medium and low priority
recommendations.

Action is required to address the whole control framework in this

area.
‘?,__ ‘ No assurance High impact on residual risk exposure until resolved.
—J Follow up: No action taken to implement recommendations

Prioritisation of Recommendations

We categorise our recommendations according to their level of priority as follows:

Priority

Explanation Management action
level

Poor system design OR widespread non-compliance.

Significant risk to achievement of a system objective OR Immediate*

evidence present of material loss, error or misstatement.

Minor weakness in system design OR limited non-compliance.
Medium Within one month*

Some risk to achievement of a system objective.

e
Q:f% Potential to enhance system design to improve efficiency or
"z//f effectiveness of controls. o
Low> Within three months*

‘)e;’o Generally issues of good practice for management
)v% consideration.
=3
*Unless a more appropriate timescale is identified/agreed at the assignment.
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Executive Summary

Purpose

The overall objective of the audit was to
review the controls and processes in
place for the planning and management
of staff rosters focusing on nursing

rosters.

Overview

We have issued reasonable assurance on
this area.

The matters requiring management

attention include:

e Sample testing revealed that a
significant number of rosters are not
being produced, approved, and
published by wards / teams in a
timely manner and in line with the
Staff Rostering Policy.

e The HealthRoster system has
several functionalities which are not
being exploited to their full potential
due to database information (rules
and parameters) being out of date.

Report Opinion

Reasonable
Some matters require management
;ff, attention in  control design or
' I.{-‘ compliance.
L
Assurance summary+
Objectives Assurance
1 Staff Rostering Guidance Substantial
> Rpstgr _ creation, approval, and Reasonable
distribution
3 Roster Efficiency Reasonable
4 Roster Adequacy Substantial
5 Roster Flexibility Substantial
6 Management and oversight of Rosters Reasonable

The objectives and associated assurance ratings are not necessarily given
equal weighting when formulating the overall audit opinion.

Control Recommendation
Key Matters Arising Objective  Design or Brioit
; Y
Operation
Timely production, approval, and distribution 2 Operation
1 of rosters in line with Staff Rostering policy Medium
timescales
2 Maximising Health Roster Functionalities 3 Operation Medium
oo
Q/
%%,
\—>J3
%,
S

NWSSP Audit and Assurance Services
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1. Introduction

1.1 Our review of the ‘Staff Rostering’ arrangements was completed in line with the
2022/23 Internal Audit Plan for Powys Teaching Health Board (the ‘Health Board’)

1.2 The Health Board’s rostering arrangements are directed by the ‘Rostering Policy’,
which was approved by the Executive Committee in December 2019 and is
published on the Health Board’s intranet. The Policy highlights the value of staff,
and the need to provide support to staff and to provide a high-quality patient care.
It also recognises that a flexible, efficient, and robust rostering system is key to
achieving these objectives.

1.3 The policy has been developed to identify the core principles which must be
complied with to facilitate the effective use of rostering via electronic or manual
systems and to ensure consistent rostering standards are applied throughout the
Health Board. The Health Board currently uses Allocate (E-rostering system) to
facilitate the nurse rostering arrangements.

1.4 The potential risks considered in this review were as follows:

e Roster patterns to do not reflect agreed staffing establishments, resulting in
increased financial cost.

e Late preparation and agreement of rosters may impact the work life balance
of staff.

e Ineffective rostering arrangements may impact high quality standards of
care and exposure to greater clinical risks; and

e Inadequate management oversight of the rostering process may result in
inefficient rostering arrangements, which may impact patient safety, staff
wellbeing and increased financial burden on the Health Board.

2. Detailed Audit Findings

2.1 The basis of our review was informed by sample testing undertaken within the
following areas:

e Community Nursing (Llandrindod Wells).

e Community Nursing (Llanidloes).

e Community Nursing (Ystradgynlais Community Hospital) - D010.
e Ward Nursing (LWH). (Llandrindod Wells).

e Ward Nursing Montgomeryshire County Infirmary (Newtown).

e Ward Nursing (Ystradgynlais Community Hospital).

NWSSP Audit and Assurance Services 4
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Objective 1: Appropriate Guidance is in place which adequately covers the roles
and responsibilities for staff rostering.

2.2 The Health Board's Rostering Policy, approved by the Executive Committee in
December 2019 and issued in January 2020, outlines the key rostering principles
and processes to be undertaken by ward management.

2.3 Our testing identified that all six areas have assigned responsibilities within the
wards/district nursing teams to implement the key processes that underpin the
Policy for roster management.

2.4 The Policy is due for review by January 2023. Discussions with the E-systems
Implementation Officer confirmed that the Policy is currently under consultation
and is expected to meet its review date.

2.5 The Nursing teams utilise the Health Board's HealthRoster e-system for managing
staff rotes. Ad-hoc training on how to use the HealthRoster and additional support
and guidance with the Rostering Policy is provided by the E-systems
Implementation Officer.

2.6 Guidance on how to use the HealthRoster (e-roster system) can be accessed by
staff via the hyperlinks on the Health Board's Workforce Information Systems
homepage (intranet).

2.7 A review of the training records confirmed that all roster creators and clinical
service managers selected in this review attended HealthRoster training delivered
by the E-Systems Implementation Officer.

Conclusion:

2.8 Policies and procedures are in place, and formal HealthRoster training has been
delivered to all roster creators and Clinical Services Managers. We have provided
Substantial Assurance for this objective.

Objective 2: Rosters are produced, signhed off and published in advance by the
appropriate staff and in accordance with the timescales set out in the guidance.
Any changes to the published roster must be approved by the nominated
person.

2.9 The Rostering Policy requires all nursing staff rosters to be created, authorised,
and published through the HealthRoster system.

2.10 Ward Managers are responsible for creating the rosters and submitting these to
the Clinical Service Managers for approval. Once approved, the rosters are
published and are available for staff to view.

2.11 The system provides full audit trail and captures the dates and names of individuals

which have performed each stage of the process. The Roster Timetable sets out

ogct}he key dates for which rosters must be created, approved, and published to staff
fzgl%vant to the working period.

2.12 Each°fu|| roster covers a four-week period and in line with the policy, should be
produ@%d approved, and be published to staff at least four weeks in advance.
o

NWSSP Audit and Assurance Services 5
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2.13 We performed sample testing of rosters published by the six areas in the last three
months (July to September 2022) and found that not all rosters had been
produced, approved, and published in a timely manner. This has been an issue
known to the Health Board and since July 2022, the E-Systems Implementation
Officer has been working with roster creators and clinical service managers to
address timeliness compliance. (Matters Arising 1)

2.14 Changes to the published rosters must be approved by the Clinical Service Manager
and testing confirmed that this was the case for all areas sampled.

Conclusion:

2.15 Sample testing identified that not all rosters are being produced, approved and
published in a timely manner. This is an issue already identified by the Health
Board and a process has been put in place since July 2022 in an effort to improve
compliance. Our testing focused on the roster process during July, August and
September 2022 and the findings suggest that further work is needed to improve
this area. We have provided reasonable assurance for this objective.

Objective 3: Rosters are produced in accordance with funded nurse
establishment levels, ensuring the effective utilisation of existing staff and that
contracted hours are met, including make up shifts.

2.16 In line with the Staff Rostering policy, all rosters reviewed as part of our sample
adhered to nurse establishment levels which are clearly set within the HealthRoster
system.

2.17 We reviewed the arrangements in place for arranging makeup shifts, which account
for the 1.5 hours per week that are paid (salaried) but not actually worked and is
either worked back as a 6-hour shift per month, or a 12 hour shift every other
month. We were able to evidence the monitoring of makeup shifts by ward
management in all the six areas sampled.

2.18 Majority of rosters reviewed in our sample met the contracted hours of the nurse
establishment although there were some rosters where this was not the case, and
the reasons were related to staff on short term and long-term sickness and
maternity leave.

2.19 The HealthRoster system has a number of features which aim to support roster
creators through the roster production and approval process. The features rely on
several parameters and rules which are specific to each team and must be set up
within the system by the E-Systems implementation Officer. At the time of the
review, it was noted that none of the roster creators were utilising these features
as most of the parameters and rules were out of date. (Matter Arising 2)

2.20 The E-Systems Implementation Officer is the only member of staff within the
AzJ-IeaIth Board able to provide HealthRoster system maintenance, advanced system
§T4;onrt and training and we recognised that managing these tasks efficiently can
oﬂz%j% be a challenge. The rules and parameters within the HealthRoster system

need»to be set up correctly and are specific to each team’s roster. Given this, the
rules é’r}g parameters of the system will require regular review and update. The
Roster creators and Clinical Service Managers need to engage with the E-Systems

NWSSP Audit and Assurance Services 6
6/14 53/298



Staff Rostering Final Internal Audit Report

Implementation Officer and work to ensure that the system rules and parameters
are reviewed and updated regularly. (Matters Arising 2)

Conclusion:

2.21 There are arrangements in place to ensure that rosters are produced in accordance
with nurse establishment levels ensuring that staff work their contracted hours.
We identified that the “auto-roster” functionality within the HealthRoster system,
which can significantly streamline the roster production process is not being utilised
by roster creators as the system’s rules and parameters are out of date. We have
provided Reasonable assurance for this objective.

Objective 4: Rosters are fit for purpose with deployment of appropriate skills
mix to ensure safe, high-quality standards of care.

2.22 Rotas in the six areas sampled reflect the skills-mix of nursing staff allocated to
shifts worked.

2.23 The HealthRoster system holds live data from ESR of the training records to ensure
that 'skills mix' information levels are available to roster creators.

2.24 Within the Health Roster system there is clear evidence of training records and the
nominated ward/team lead for each shift worked.

Conclusion:

We were able to evidence the deployment of skill mix within the rostering process for all
rosters sampled. All evidence of training is clearly available on the HealthRoster system.
We have provided substantial assurance for this objective.

Objective 5: There is appropriate evidence to demonstrate that rosters have
been created cognisant of agreed flexible working requests.

2.25 All Staff can request flexible work arrangements, for consideration and approval
by the roster creators. The Rostering Policy clearly states that individuals can only
submit up to a total of four flexible working requests over a four-week period. The
maximum number of requests is lower for staff that are on part-time contract and
these limits are set out within the Policy.

2.26 Discussion with the E-Systems Implementation Officer and a review of the
HealthRoster system confirmed that the limits of flexible working requests are
applied to staff automatically by the system in line with their contracted working
hours and the maximum limits set out in the Policy. A cross check test was
performed for ten random staff, and this confirmed that the allocation was correctly
applied for all cases.

2.27 .Each request must be submitted to roster creators up to 6 weeks in advance for

view and approval. Full audit trail of requests and approvals resides within the

hRoster system. We reviewed a sample of 20 working requests across all six

areég for the roster periods of the last three months and this verified that all had

been Fequested were processed, and approved within the timescales set out in the
Rosterln{; Policy.

NWSSP Audit and Assurance Services 7
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Conclusion:

2.28 There is documented evidence within the health Roster system to support formal

flexible working requests and their inclusion within the off-duty rotas. We have
provided substantial assurance for this objective.

Objective 6: There are appropriate management systems in place for reviewing
and reporting the effectiveness of the rostering process.

2.29 The Roster Creators meet with Clinical Service Managers on a weekly basis every

Monday to review the roster for the previous working week and discuss any issues
with the off-duty rotas, risk, and incident reporting and if needed, will escalate any
issues to Service Management as appropriate. At the meeting the previous week’s
rota is also validated to ensure staff worked their respective shifts at which point
the rota is “locked” for editing and information for pay is passed over to payroll.

2.30 As stated in paragraph 2.18, the HealthRoster system has a suite of functionalities

which, if used correctly, can provide detailed analysis information for decision
making and identifying areas for improvement. These features also rely on rules
and parameters which are not currently up to date. The Matter Arising 2 sets out
more information on this. (Matter Arising 2)

Conclusion:

2.31 There are appropriate management arrangement systems in place for reviewing

and reporting the effectiveness of the rostering process. As with objective 3, there
is scope to update the rules and parameters of the HealthRoster system so that
management can utilise the data analysis features of the system to better inform
decision making. We have provided reasonable assurance for this objective.

NWSSP Audit and Assurance Services 8
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Appendix A: Management Action Plan

Matter Arising 1: Production, approval, and distribution of rosters (Operation)

Sample testing of the rosters published by the six areas selected in the last three months Potential risk of:

(July to September 2022) identified the following:

e Eight of the eighteen sampled rosters had not been produced, approved, and published
in reasonable timeframes or in line with the Roster Timetable.

¢ One roster had no audit trail of approval by the Clinical Service Manager within the Health
Roster system.

We note that management are aware of the above issues and as of July 2022 a new process
has been put in place in order to try to improve compliance levels. Every month, the E-
Systems Implementation Officer generates a report highlighting rosters that have fallen
outside compliance with the roster timetable and shares the findings with ward creators and
Clinical Service Managers. However, the findings from this audit confirm that further work
with roster creators and Clinical Service Managers is needed to improve compliance.

1.1, Management should remind roster creators and clinical service managers that

O%i@,% rosters must be created, approved and published in a timely manner in line with the
/v’o%s@ostering Policy and the HealthRoster timetable.

7>

Agreed Management Action Target Date Responsible Officer

Late preparation and
agreement of rosters may
impact the work life balance
of staff.

Medium

NWSSP Audit and Assurance Services
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1.1 e A monthly monitor compliance report against the Rostering policy Nov 2022 Mark McIntyre
will be produced for all rosters and shared with senior managers
to ensure monitoring and corrective actions are being taken in a
timely manner.
Nov 2022
e The roster timetable will be reissued to all senior managers and
roster managers.
o
4,
Q5%
0.
%
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Matter Arising 2: Maximising HealthRoster functionalities (Operation)

The HealthRoster system has number of features which aim to support roster creators at Potential risk of:

roster creation stage. These features streamline the process by “auto-rostering” shifts whilst
ensuring that all staff have worked their contracted hours considering the flexible working
requests, shift patterns, annual leave and overtime that has been approved.

The features rely on several parameters and rules which are team specific and must be set
up in the system by the E-Systems implementation Officer. At the time of the review, it was
noted that none of roster creators were utilising these features as most of the parameters
and rules were out of date and did not reflect the teams’ requirements.

This issue has been previously recognised by the roster creators and by the E-Systems
Implementation Officer who agreed to undertake an exercise to update the parameters and
rules within the system. It is anticipated that this will be a large piece of work which requires
engagement by the roster creators, clinical service managers and the E-Systems
Implementation Officer.

2.1 Clinical Service Managers and Roster creators should liaise with the E-Systems

Implementation Officer to ensure that the rules and parameters within the

. HealthRoster system for all areas are up to date and working effectively to ensure

0&%@,{@ maximum utilisation of the benefits and features of the “auto-roster” functionality
v)

Og%f)’f the system.

Rosters are produced in
accordance with funded
nurse establishment levels,
ensuring the effective
utilisation of existing staff
and that contracted hours
are met, including make up
shifts.

Medium

7
Agreed Management Action Target Date Responsible Officer
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2.1 All duty rules against rosters will be reissued to ward managers to Dec 2022 Mark McIntyre

review and updated on the system to reflect current roster practice.

Refresh training will be offered to all ward managers. Dec 2002

Roster rules will be reviewed with the ward managers twice a year Dec 2002

to ensure they remain up to date.
O'%Lp

Q5%
0.
%
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Appendix B: Assurance opinion and action plan risk rating

Audit Assurance Ratings

We define the following levels of assurance that governance, risk management and internal

control within the area under review are suitable designed and applied effectively:

Substantial
assurance

f_%

Few matters require attention and are compliance or advisory in
nature.

Low impact on residual risk exposure.

Reasonable

F/a

Some matters require management attention in control design or
compliance.

assurance . . . .
Low to moderate impact on residual risk exposure until resolved.
\:\ Limited More significant matters require management attention.
' I"il ‘ assurance Moderate impact on residual risk exposure until resolved.

‘ ‘ No assurance
W
h\""\-\.\_:l

Action is required to address the whole control framework in this
area.

High impact on residual risk exposure until resolved.

Assurance not
applicable

—

Given to reviews and support provided to management which form
part of the internal audit plan, to which the assurance definitions
are not appropriate.

These reviews are still relevant to the evidence base upon which
the overall opinion is formed.

Prioritisation of Recommendations

We categorise our recommendations according to their level of priority as follows:

Priority

Explanation
level

High

Poor system design OR widespread non-compliance.

Significant risk to achievement of a system objective OR
evidence present of material loss, error or misstatement.

Management action

Immediate*

Minor weakness in system design OR limited non-compliance.

Medium , , L Within one month*
Some risk to achievement of a system objective.
Potential to enhance system design to improve efficiency or
effectiveness of controls.
Low Within three months*

Generally issues of good practice for management

consideration.

* Unless a more appropriate timescale is identified/agreed at the assignment.

%%,
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1. Context

1.1 The Welsh Government is party to international agreements to reduce carbon
emissions and control climate change, most notably those arising from the 2016
Paris Accord.

1.2 The “"NHS Wales Decarbonisation Strategic Delivery Plan” was published in March
2021, setting interim targets (from a 2018/19 base) of a 16% reduction by 2025
and a 34% reduction by 2030.

1.3 In October 2021 the Welsh Government set out its second carbon budget, Net Zero
Wales, which confirmed:

“Our ambition is for the public sector to be collectively net zero by 2030".
Welsh Government, October 2021

1.4 NHS Wales is also required to comply with the Well-being of Future Generations
(Wales) Act 2015. It requires public bodies in Wales to think about the long-term
impact of their decisions, to work better with people, communities, and each other,
and to prevent persistent problems such as poverty, health inequalities and
climate change.

2. Background

2.1 In accordance with the “"NHS Wales Decarbonisation Strategic Delivery Plan”,
Health Boards, Trusts and Special Health Authorities were required to develop their
own Decarbonisation Action Plans (DAP), demonstrating how NHS Wales
organisations would implement the Strategic Delivery Plan initiatives. The DAP’s
were submitted to Welsh Government in March 2022.

2.2 A peerreview of DAP strategies was held on 12 July 2022 led by Welsh Government
and attended by all NHS Wales organisations. The general conclusions across all
plans were:

e the targets detailed within the plans showed low aspirations;

e there were concerns associated with their successful delivery, primarily
due to resource availability (financial and physical); and

e there were a small number of issues associated with their
compilation/format.

2.3 ASpecific feedback was also provided to each organisation by Welsh Government.

09%50 in July 2022, Audit Wales issued their review of Public Sector Readiness for
IQF@%@Zero Carbon by 2030 (fieldwork conducted between November 2021 and
Janﬁ»ﬁry 2022). The review included an assessment of NHS Wales organisations
and cc‘iﬂgluded that:

NWSSP Audit and Assurance Services 3
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“There is clear uncertainty about whether the public sector will meet its
2030 collective ambition. Our work identifies significant, common barriers
to progress that public bodies must collectively address to meet the
ambition of a net zero public sector by 2030. And while public bodies are
demonstrating commitment to carbon reduction, they must now
significantly ramp up their activities, increase collaboration and place
decarbonisation at the heart of their day-to-day operations and
decisions”.

Audit Wales, July 2022

2.5 In September 2022, Health bodies will be required to make two separate
submissions to Welsh Government, the first of these being quantitative (i.e.,
showing progress against the baseline C0O2 figures set in 2019) and the second
qualitative, being a report detailing progress against the DAP.

3. Approach

3.1 Audits were planned to be undertaken simultaneously across NHS Wales to provide
assurance to respective NHS Wales bodies on their arrangements to reduce carbon
emissions and control climate change as outlined above. Reviews were not
scheduled at Public Health Wales or Health Education and Improvement Wales for
2022/23.

3.2 Risks to be considered included:

e Regulatory/legislative risk through not achieving mandated reductions in
carbon emissions;

e Reputational risk by failing to meet emission targets.

e Failing key stakeholders by not reducing carbon emissions which have a
detrimental effect on health, and thereby, not meeting the requirements
of the Well-being of Future Generations (Wales) Act (2015).

3.3 Having reviewed all DAPs, supporting information for most NHS Wales bodies and
fully concluding the fieldwork at five of 11 audits, it was clear that in each instance
the implementation plans had not been sufficiently developed to allow meaningful
testing and to provide an assurance rating to respective Audit Committees.

3.4 Accordingly, the decision was taken to affirm common themes within this report,
to provide an overview of the overarching position across NHS Wales. An action
ocplan of common themes is provided at Appendix A.

3.5 %% audit of Decarbonisation arrangements at PTHB was one of the five fully
coﬁcjuded reviews and accordingly a specific action plan is provided at Appendix

B. 70,
$
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Summary Observations

While there are variations between the NHS Wales bodies, broadly each is at an
early stage of implementation. The following were common themes observed
across those reviewed:

Governance

Governance arrangements at a strategic level were generally good with senior
leadership demonstrated.

Recruiting to additional operational posts has proven difficult — with the limited
appointments to date coming from the existing public sector staff pool. These
appointments are key to being able to implement the agreed strategies (see
Management Action 1).

Localised strategy

All NHS Wales organisations supplied their Decarbonisation Action Plan (DAP)
by 31 March 2022 detailing their response to the NHS Wales Decarbonisation
Strategic Delivery Plan and the 46 associated initiatives.

WG provided positive feedback to each organisation on their submissions but
concluded overall that there were concerns associated with their successful
delivery (primarily due to the availability of financial and physical resource),
together with low aspirational targets detailed within the plans.

Few of the strategies had been costed, and none had associated funding
strategies - particularly noting that ring-fenced central funding for 2021/22
was £16m with no provision made in 2022/23 (see Management Actions 2
& 3).

In each instance, the decarbonisation strategies were clearly part of corporate
planning and included/reflected within the respective Integrated Medium-Term
Plans (IMTPs).

Monitoring & reporting

Organisations were ISO 14001 accredited ensuring that appropriate
Environment Management Systems were in place to manage their
environmental performance.

Each NHS Wales organisation’s performance will be assessed against baseline
data prepared by the Carbon Trust. Issues have been identified with the
baseline data and the disaggregation of the data for reporting purposes. Each
organisation should seek assurance on the accuracy of the baseline data (see
Management Action 4).

/0
@@/anch NHS Wales organisation should ensure that appropriate engagement is
v’ovéc%tabllshed with NWSSP Procurement Services as a significant contributor to

tlvté carbon reductions outlined within respective DAPs and formalise
arraﬂggements as appropriate (see Management Action 5).

NWSSP Audit and Assurance Services 5

66/298



6/19

Decarbonisation Final Report

e Each organisation had met its obligations for national reporting to date.

e Internal reporting to date had understandably been limited, with the level of
reporting increasing after Welsh Government’s review of the DAPs.

e There was therefore a need to fully roll-out the structures to support
appropriate monitoring and reporting within the NHS Wales organisations
reviewed (see Management Action 6).

e It is important that the profile of decarbonisation is increased to reflect the
challenge faced, for example general Terms of Reference are reviewed to reflect
decarbonisation commitments, and decarbonisation is set as a standard agenda
at all appropriate Executive meetings (see Management Action 7).

e Potential collaboration should be considered on an All-Wales basis, particularly
in relation to consultancy advice and training resource (see Management
Actions 8 & 9).

Project delivery

e The Welsh Government Estates Funding Advisory Board (EFAB) oversaw the
allocation and delivery of the £16m decarbonisation funding for 2021/22 with
each NHS Wales organisation successfully securing funding.

e In each instance, adequate records were retained to support the expenditure
and the achievement of the original objectives; Post Project Completion
Reports were produced and submitted to WG for all funded schemes.

e No ring-fenced WG capital funding was made available for 2022/23. WG offered
up to £60k of revenue funding for schemes, however several NHS Wales
organisations’ bids could not be supported due to them being considered capital
bids (see Management Action 10).

e NHS Wales Organisations were also self-funding initiatives from their
discretionary programme. It is important that the cost benefit of these schemes
is also subject to challenge and scrutiny for inclusion within the overall data
(see Management Action 11).

5. Conclusion

5.1 1In conclusion, whilst some progress has been observed, this has been restricted
by the availability of financial and staff resource. The recommendations made aim
to aid management in driving forward the strategies, whilst also highlighting some
of the competing pressures/ risks.

5.2 ogoLt is recommended that an audit is scheduled for early 2023/24 with the proposed
’sge@e to include governance, strategy progress and implementation.

5.3 Adﬁvtjonally, as part of 2023/24 Internal Audit planning update, discussions will be
held W}th management on the appropriateness of other areas within the
decarbonlsatlon programme including, for example:

NWSSP Audit and Assurance Services 6
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e Procurement and supply chains.

e Application of “"Best practice Pharmaceutical waste practice”.

e Transport.

e Fleet and business travel.

e Staff, patient and visitor travel.

e (Catering; and

e People and workforce e.g., training, policies, and working arrangements.

NWSSP Audit and Assurance Services 7
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Appendix A: Common Management Action Plan

Recommendation

MA 1 Appropriate strategies should be developed to ensure that recruitment and
retention issues experienced to date do not impact significantly on the

achievement of the DAPs.

MA 2  DAPs should be fully costed to fully determine the total funding required.

Management
Comment/ Agreed

Action

NOTED.

Roles which have a link
to the increasingly
prominent

Environmental agenda
are presenting a
recruitment and
retention challenge in
a competitive job
market and likely to
only become more
challenging

NOTED.

This has not been
asked for by Welsh
Government to date. A
small number of
Health Boards have
made an attempt at
this, but this was
undertaken on their
behalf by external

Management
Assigned
Responsible
Officer/ Deadline

N/A

N/A

NWSSP Audit and Assurance Services
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Recommendation

MA 3 DAPs should be supported by funding strategies e.g. differentiating between local/
national funding, revenue or capital funding etc.

)
Mﬁ?fﬂ@,, NHS Wales Organisation’s baselines should be adequately scrutinised and
%g’;@@challenged, as errors and overreporting has been identified in a few examples to

v’@ate.
o

%

Management
Comment/ Agreed

Action

companies at a cost in
excess of £50k. This
approach should be
discussed nationally
by WG and a standard
approach to funding
and calculating the
costs should be
agreed.

NOTED.

The national response
to action MA2 should
be concluded firstly.
The potential to
identify actions which
have no cost or where
costs are known can
be applied to future
plans.

NOTED.

The Health Board has
flagged up concerns
around baselines and
calculations of carbon

Management
Assigned
Responsible
Officer/ Deadline

N/A

N/A

NWSSP Audit and Assurance Services
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Recommendation

Management
Comment/ Agreed

Action

Management
Assigned
Responsible

MA 5 | As a major contributor to the achievement of the targeted reductions appropriate
engagement will be established with NWSSP Procurement Services (and
formalised as appropriate).

MA 6  Proposed management/accountability structures should be fully implemented as
intended within the DAPs.

MQ(,OOZ Where decarbonisation falls within the existing environmental remit of
/\’\2/{@ committees/ meetings, it is important that an appropriate profile is set. Terms of

*’Ogég/)eference and agendas should be reviewed to ensure that sufficient focus is
provided.
.
R

to Welsh Government
and will welcome this
action.

NOTED.

Local engagement
between PTHB and
nominated SSP rep is
in place and
productive.

Procurement impact is
a major issue, and the
national pace needs to
increase.

NOTED.

See response to
Recommendation
PTHB 2

NOTED.

See response to
Recommendation
PTHB 1

Officer/ Deadline

N/A

N/A

N/A

NWSSP Audit and Assurance Services
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Recommendation

MA 8  Potential collaboration and common utilisation of decarbonisation resource should
be considered on an All-Wales basis, particularly in relation to consultancy advice
and training resource.

MA 9  In accordance with the NHS Wales Decarbonisation Strategic Delivery Plan, HEIW/
collaborative training should be commissioned on an All-Wales basis to provide
both common and tailored decarbonisation training.

Management
Comment/ Agreed

Action

NOTED.

The HB officers work
closely with other HBs
where possible and the
Director attends a
number of key national
groups to support
national agenda.

NOTED.

PTHB has worked with
HEIW on the PTHB
proposal for advancing
Carbon Literacy
training.

PTHB would welcome
any opportunities to
work with HEIW and
any other NHS Wales
organisation on any
training and education
on the carbon/climate
agenda.

Management

Assigned

Responsible

Officer/ Deadline

N/A

N/A

NWSSP Audit and Assurance Services
11/19
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Recommendation

MA10 Given the scarcity of funding, it is important that bids for funding are appropriately
considered prior to submission.

MA11 The same rigour and monitoring should be applied to internally commissioned/
funded initiatives to ensure the outcomes are adequately recorded/reported.

Management
Comment/ Agreed

Action

NOTED.

Any bids by HB for
national funding are
considered and
approved by the
Director.

NOTED.

Any approach to
funding within the HB
would follow normal
governance processes.

Management
Assigned
Responsible
Officer/ Deadline

N/A

N/A

NWSSP Audit and Assurance Services
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Appendix B: PTHB Specific Management Action Plan

Recommendation

PTHB 1 PTHB should look to formalise Decarbonisation oversight arrangements within the
Terms of Reference of existing committee/ meetings.

Management
Comment/ Agreed

Action

AGREED.

The Environment
Sustainability  Group
(chaired by the
Director of
Environment) provides
escalate/exception
reports to the
Innovative
Environments  Group
(chaired by CEO) and
then on to the Delivery

and Performance
Committee.

When terms of
Reference are

reviewed at normal
intervals the need to
be more specific about
reporting detail will be
considered.

Management
Assigned
Responsible
Officer/ Deadline

Director of
Environment
(with Board
Secretary as
necessary)

Deadline will be
over a 12-month
cycle of review of
terms of references.

OCTOBER 2023

NWSSP Audit and Assurance Services
13/19
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Recommendation

PTHB 2 The governance arrangements surrounding the respective work groups assigned
specific initiatives and corresponding actions should be aligned to those set out in
the paper presented at the Innovative Environment Group, with enhanced
accountability for delivering plans formally set out.

U ELELT L
Comment/ Agreed

Action

AGREE. This action will

be considered when a
new version of the
Decarbonisation Plan
is developed. The
current plan does have
actions through to
2030 however there is
a current expectation
that a revised plan will
be submitted as part of
the IMTP planning
cycle for 2024/25
onward.

It is however
necessary to not focus
all actions on

decarbonisation and
climate impact on a
single plan if we are to
embed the issue in all
departmental plans

Management
Assigned
Responsible
Officer/ Deadline

Director of
Environment

DECEMBER 2023

NWSSP Audit and Assurance Services
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Recommendation

PTHB 3 There is an established governance framework for reporting, on an exception
basis, to Board and executive management. However, there would be a benefit of
this becoming part of standard business and a standing agenda item.

Management
Comment/ Agreed

Action

AGREED.

The move to a more
detailed level of
reporting which is not
exception reporting
only will need to be
discussed as part of
the wider performance
framework.

In line with the
response to PTHB 1 -
reporting mechanisms
and route to Board
level committee is in
place.

Standard reporting to
WG on qualitative
measures is in place
on a 6 monthly cycle.
Quantitative measures
are in place on an
annual basis (with
latest return in
September 2022).
These are reported to

Management

Assigned

Responsible

Officer/ Deadline

COMPLETED

NWSSP Audit and Assurance Services
15/19
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Recommendation

PTHB 4 Management should adapt and update the existing risk management tool to bring
together the various risks associated with the

decarbonisation agenda.

implementation of the

Management
Comment/ Agreed

Action

Innovative
Environments Group

The Director of
Environment provides
a portfolio wide report
to Delivery and
Performance
Committee on a
regular basis which
will include
carbon/climate
matters. Latest report
was in September
2022 and next will be
in the meeting of
February 2023.

AGREED
There is a need to be
consistently clear

about risks to delivery
and any need for
mitigation or adjusted
timelines. The detail of
the exception

Management
Assigned
Responsible
Officer/ Deadline

Head of Technical
Services

DECEMBER 2022

NWSSP Audit and Assurance Services
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Recommendation

PTHB 5 Management should consider incorporating elements of plans of other NHS Wales
organisations when revising the DAP - which we understand have been shared for
this very purpose.

U ELELT L
Comment/ Agreed

Action

reporting and
necessary mitigating
steps will be increased
for future Environment
Sustainability Groups

It is necessary to note
however that a specific
risk register for
decarbonisation  will
not be created and

risks should be
included in any
departmental risk
registers
AGREED.

PTHB officers have
already participated in

a national event
facilitated by WG to
review other

organisation plans and
inform future PTHB
plans. As noted in
response to PTHB 2,

Management

Assigned

Responsible

Officer/ Deadline

Completed

NWSSP Audit and Assurance Services
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Recommendation

Management
Comment/ Agreed

Action

there is no formal
requirement to revise
current plans until
IMTP for 2024/25.

Management
Assigned
Responsible
Officer/ Deadline

NWSSP Audit and Assurance Services
18/19
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Executive Summary

Purpose Report Opinion

The overall objective of the review was to
assess the structure and effectiveness of
Security Services within the Health
Reasonable

Board. Some matters require management

. A attention in control design or compliance.
Overview ' /| 4 9
. () Low to moderate impact on residual risk
’\cﬁ? have issued reasonable assurance on exposure until resolved.
is area.

The matters requiring management
attention include:

1
e Only three out of six operational Assurance summary

officers sampled were fully familiar  opjectives Assurance
with the security policy.
e Testing undertaken for a sample of Approved and up to date Security Policy
service areas found that the majority 1 is in place which covers all key aspects Reasonable
had no documented security plans in of security.
place.
e Where documented security plans are Effective plans are in place to ensure the
in place they are not reviewed 2 policy is appropriately deployed and Limited
centrally. implemented.
e Attendance and contributions at the
Security ~ Oversight  Group by Appropriate governance arrangements
operational areas was poor. 3 are in place to provide effective Reasonable
e Security updates are not fed into the oversight of security.

Health and Safety Group and onto the
Executive Committee.

e Enhancements are required on the
Action Log for the Security Advisory

The objectives and associated assurance ratings are not necessarily given
equal weighting when formulating the overall audit opinion.

Group.
Control Recommendation
Key Matters Arising Objective  Design or Priorit
; y
Operation
1 Security Policy Awareness 1 Operation Medium
2 Existence of Security Plans. 2 Operation —
3 Review of security plans 2 Design Medium
4 Attendance at Security Oversight Group. 3 Operation Medium
5 Updates from the Security Oversight Group. 3 Operation Medium
6 Security Oversight Group Action Log. 3 Operation Medium
oo
A
\—Lﬁ
.
28
NWSSP Audit and Assurance Services 3
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1. Introduction

1.1 Our audit review of Security Services was completed in line with the 2022/23
Internal Audit Plan for Powys Teaching Health Board (the ‘Health Board’).

1.2 There are many different threats to security across the Health Board, which can
include risks to personal security, risks to assets and property, theft, violence, and
aggression.

1.3 Through a process of assessment of security risks, plans are developed by
Departmental Managers across the Health Board to implement control measures
which seek to minimise the risks and so maintain a safe and secure environment
for all patients and staff.

1.4 The Health Board does not have a separate specialised team who work solely on
Security Services. The security work is combined with other responsibilities.

1.5 The Director of Environment was the lead for this review.
1.6 The associated risks were:
e Harm to patients and staff from security incidents.
e Financial loss arising from security incidents.
e Reputational damage to the Health Board from security incidents.

2. Detailed Audit Findings

Objective 1: An appropriately approved Security Policy is in place which covers
all key aspects of Health Board security and is kept up to date.

2.1 A Security Protective Measures Policy is in place (PTHB / FTP 005) which is detailed
and comprehensive.

2.2 It includes coverage of the following areas:
e Physical, cyber, and personal security.
e Executive, staff, and management responsibilities.
e Planning and recording.
e Managing risk and threat, threat level and protective measures plans.
e Monitoring compliance, audit, and review.

2.3 The policy was issued in October 2021 following consultation with the Security
Oversight Group, Health & Safety Group and Executive Team and is scheduled for
review in September 2023. The policy is accessible to all staff via the Facilities &

Og%gansport Policies page on the Health Board’s Intranet.

NWSSP Audit and Assurance Services 4
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24  From discussions that took place with a sample of six Departmental Managers it
was noted that not all were familiar with or aware of the current version of the
Health Board’s Security Policy. (Matter arising 1)

Conclusion:

2.5 A Security Protective Measures Policy is in place which is detailed, comprehensive
and up to date. However, it was noted that there was a lack awareness of the
current Security Policy. We have provided Reasonable Assurance for this objective.

Objective 2: Effective plans are in place to ensure that the policy is
appropriately deployed and is being implemented by staff across the Health
Board.

2.6 As part of our fieldwork, we selected a sample of six Departmental Managers in
order to assess their implementation of the policy and assess the security plans in
place for their respective areas. Of the six Managers it was noted that only one
Manager had documented security plans in place, although they had not been
updated or reviewed since 2017. (Matter Arising 2)

2.7 From the discussions and information provided by the Departmental Managers we
did note that there were a number of relevant policies and risk assessments in
place for their respective areas that were related to security concerns/issues.
However, none of the information provided could be described as effective in
providing an overarching response which adequately addresses all security matters
and which evidences that the policy is being appropriately deployed and
implemented by staff across the Health Board. (Matter Arising 2)

2.8 With regards to the existence of local security plans we note that currently there
is no suggested template for a plan, linked to the current Security Policy, which
could explain the absence of documented plans for those areas selected in our
sample. (Matter Arising 2).

2.9 If there are Security plans in place they are not currently held or reviewed
centrally, as primary responsibility lies with the operational owners. As identified
in paragraph 2.6, whilst one service area had plans in place they were out of date.
Consideration should be given to reviewing all plans at least annually at an
appropriate forum such as the Security Oversight Group. (Matter arising 3)

2.10 Discussion with the various operational officials suggests that staff are generally
aware of security matters and that appropriate action such as escalating an issue
within the local operational structure or reaching out to specialist support services
would be taken.

ConcLusion:

2.1f§;Fdae quality of the responses to our requests for security plans was variable and
v@b%t additional information was provided none could be described as effective in
proﬂ’mﬁmg an overarching response which adequately addresses all security matters
and \ﬁtgch evidences that the policy is being appropriately deployed and

NWSSP Audit and Assurance Services 5
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implemented by staff across the Health Board. We have provided Limited
Assurance for this objective.

Objective 3: Appropriate governance arrangements are in place to provide
effective oversight of security arrangements.

2.12

2.13

2.14

2.15

2.16

2.17

A Security Oversight Group is in place which meets quarterly and for which
agendas, papers, minutes, and terms of reference are in place.

A wide range of security matters are covered by the group including general
security matters, security incidents which have occurred, CCTV Contracts and
Installations, Cyber Security, Civil Contingency and Local Resilience.

Attendance at the Security Oversight Group meetings by a core group of security
support staff is very good with all or most meetings in the last year having been
attended. However, contributions to the meetings are predominantly from these
staff and attendance from operational areas is very poor. (Matter arising 4)

The Security Oversight Group's Terms of Reference states that it feeds into and is
answerable to the Health and Safety Group which then feeds into the Executive
Committee. However, updates have not been provided to the Health and Safety
Group in the last year and standing items are not included in either the Security
Oversight Group or Health and Safety Group agendas to ensure that this occurs.
(Matter arising 5)

A review of the minutes and action logs of meetings of the Security Advisory Group
found them to be very comprehensive. We did however note that updates on
progress on some of the actions are not always completed with a verbal update
being provided at the meeting instead. It was also noted that there are two actions
regarding management of locks and keys and CCTV contracts where little progress
has been made since being added to the action log in 2021. (Matter arising 6).

The Support Services Manager / Security Advisor undertakes advisory security
audits when requested by operational departments and relevant training has also
been developed and provided.

Conclusion:

2.18

Our review of the governance arrangements found that whilst appropriate
structures and groups are in place, improvements are required in a number of
areas such as attendance, record keeping and updates to the Health & Safety
Group. We have provided Reasonable Assurance for this objective.

NWSSP Audit and Assurance Services 6
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Appendix A: Management Action Plan

Matter Arising 1: Security Policy Awareness (Operation)

As part of our fieldwork, we selected a sample of six Departmental Managers to understand their awareness of | Potential risk the security policy may
their roles and responsibilities regarding the Security policy for their respective areas of responsibility. From ' not be properly and consistently
the discussions that took place we noted the following: implemented across the Health

e Three Managers were familiar with the current security policy; Board.
e One Manager uses an older version of the policy;
e One Manager was only partly familiar with the policy; and

e One Manager was not familiar with the policy.

1.1 Management should provide a refresher training session for all Departmental Managers regarding .
. . Medium
the Security Policy.
Agreed Management Action Target Date Responsible Officer
1.1 a. The PTHB Security Protective Measures Policy (FTPO05) has been reinstated February 2023 Assistant Director Support Services

on the PTHB Intranet and Sharepoint Site for reference.

b. This action will be discussed further during the next Security Oversight Group
0, Meeting in December with the meeting invitation distribution List extended and
zf// updated to include a wider representation from all Departments across PTHB.

. A 30 minute slot has been reserved on the agenda for the next Site

’@gordinators Meeting and Health & Safety Groups in January 2023, to discuss
0.
RN

>
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the Security Protective Measures Policy and to deliver the toolbox talk on the
preparation of Departmental Security Plans.

d. An internal communication will be made to all Departmental Managers
advising them of the latest version of the Security Protective Managers Policy
and its location on Sharepoint.

Matter Arising 2: Existence of Security Plans (Operation)

One of the requirements of the Health Board’s Security Policy is that each Service is required to have Local
Security Protective Measures Plans in place. From our sample of six Departmental Managers selected, only
one had documented security plans in place, although these were dated 2017.

For the remaining five Managers, whilst we acknowledge that there are local policies and risk assessments in
place regarding security issues for their respective areas there is no overarching document (plan) in place.

From our review of the Security Policy, we note that whilst the policy requires each service area to have Security
Protective Measures plans in place there is no suggested template for these.

2.1 Management should remind all Departmental Managers of the requirement for having Security
Protective Measures plans in place for their areas of responsibility.

A
Z.ng%/ Management should consider developing a template for the Security Protective Measures Plans for

Potential risk effective plans are not
in place to ensure that the policy is
appropriately deployed and is being
implemented by staff across the
Health Board.

NWSSP Audit and Assurance Services
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Agreed Management Action Target Date Responsible Officer

2.1

2.2

a. An internal communication will be made to all Departmental Managers
advising them of the latest version of the Security Protective Managers Policy
and its location on Sharepoint.

b. This action will be discussed further during the next Security Oversight Group
Meeting in December with the meeting invitation distribution List extended and
updated to include a wider representation from all Departments across PTHB.

c. A 30 minute slot has been reserved on the agenda for the next Site
Coordinators Meeting and Health and Safety Groups in January 2023, to discuss
the Security Protective Measures Policy and to deliver the toolbox talk on the
preparation of Departmental Security Plans.

To date, Departments have been encouraged to use the standard risk
assessment template to develop Security plans as it provides a template to
assess existing risks with a revised risk following risk mitigation and
consideration. A dedicated template document will be developed to record
Security plans and this will be presented to the December 2022 Security
Oversight Group Meeting for consideration and approval, along with potential for
approval at the Health and Safety Group if necessary

February 2023

February 2023

Assistant Director Support Services

Assistant Director Support Services

NWSSP Audit and Assurance Services
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Matter Arising 3: Review of Security Plans (Design)

Where there are Security Plans in place primary responsibility lies with the department/service for their review | Potential risk effective plans are not
and update. We note that no copies of the individual security plans are held centrally in order to provide in place to ensure that the policy is

assurance that they are being reviewed. appropriately deployed and is being
implemented by staff across the

Health Board.

3.1 Management should consider reviewing all Security Plans at least annually at an appropriate forum
such as the Security Oversight Group.

Agreed Management Action Target Date Responsible Officer

3.1 a. Security plans will be reviewed annually through the governance structure = December 2023 @ Assistant Director Support Services
which will consist of the Security Oversight Group, The Health and Safety Group
and the Site Coordination Forum.

Medium

b. Security plans will be completed and filed centrally using Sharepoint, to
ensure that Departments are referencing up to date policy documentation and
forms.

NWSSP Audit and Assurance Services 10
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Matter Arising 4: Attendance at Security Oversight Group meetings (Operation)

Attendance at the Security Oversight Group meetings by a core group of security support staff is very good | Potential risk the benefit and
with all or most meetings in the last year having been attended. effectiveness of the Security

o . . ) Oversight Group is impeded.
However, contributions to the meetings are predominantly from these staff and attendance from operational

areas is very poor with the worst examples being Community Services, having attended only one meeting and
Health and Safety and Therapies and Health Sciences, having attended none at all.

4.1 Management should issue a reminder to the membership of the Security Oversight Group (as per
the Terms of Reference) of their responsibility to attend all meetings. If they are unable to attend, Medium
then a representative of their department should attend instead.

Agreed Management Action Target Date Responsible Officer

4.1 a. We will review the Terms of Reference and membership for the Security February 2023 Assistant Director Support Services
Oversight Group during the December 2022 meeting, after which we will ask the
Health and Safety Group to approve

NWSSP Audit and Assurance Services 11
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Matter Arising 5: Oversight of the Security Oversight Group (Operation)

The Security Oversight Group's Terms of Reference states that it reports into and is answerable to the Health Lack of oversight of the Security
and Safety Group which then reports into the Executive Committee. However, updates have not been provided | Oversight Group.

to the Health and Safety Group in the last year and standing items are not included in either the Security

Oversight Group or Health and Safety Group agendas to ensure that this occurs.

5.1 Management should ensure that updates of each meeting of the Security Oversight Group are
submitted to the Health and Safety Group. Management should also consider adding the updates to Medium
the respective meeting’s agendas to ensure that this occurs.

Agreed Management Action Target Date Responsible Officer

5.1 a. Previously any Security Oversight Group Meeting escalation points would be | November 2022 ' Completed
taken to the Health and Safety Group Meeting by Assistant Director Support
Services and Chair of the Security Oversight Group.

b. Going forward the agenda of the Health and Safety Group will be amended to
include an update from the Security Oversight Group Meeting.

NWSSP Audit and Assurance Services 12
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Matter Arising 6: Security Oversight Group Action Plan (Operation)

When reviewing the meeting records of the Security Oversight Group it was noted that whilst the action log @ Potential risk of inadequate control
was presented and considered at the meetings, progress updates were not always recorded for some of the over access to Health Board
actions agreed at previous meetings. premises.

The following was also noted on 2 of the actions recorded on the action log:

e An item relating to review of the management of locks and keys across the Health Board (SG/20/24) was
initially raised in March 2021. This is a large project for which progress to date has been limited; and

e The action relating to the review of CCTV arrangements was raised in June 2021, and as per the above point
progress has been limited. (We do acknowledge that a significant part of the Group’s work has been
concerned with CCTV arrangements).

6.1 Prior to each meeting of the Security Oversight Group management should ensure that progress
updates for all actions listed are provided and noted on the action log ahead of the issue of the
meeting papers. Medium

With regards to the two actions highlighted, management should ensure that progress is kept under
close review so that the actions are resolved as soon as possible.

Agreed Management Action Target Date Responsible Officer

6.1 a. Additional administration support is now provided to ensure that actionable November 22 Completed
items are completed and signed-off appropriately.

b. The specific action point referred to in the recommendation is being followed
2% . up within the Directorate of Environment (which relates to key cutting
/v’o%oprocedure). The second action relates to CCTV procedure and an SBAR will be
< . . . .
~Prepared for consideration by the Director of Environment.
%
R

December 22 Support Services Manager (Security
Lead for PTHB)

NWSSP Audit and Assurance Services 13
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Appendix B: Assurance opinion and action plan risk rating

Audit Assurance Ratings

We define the following levels of assurance that governance, risk management and internal

control within the area under review are suitable designed and applied effectively:

Substantial
assurance

h_%

Few matters require attention and are compliance or advisory in
nature.

Low impact on residual risk exposure.

Reasonable

F/a

Some matters require management attention in control design or
compliance.

assurance . . . .
Low to moderate impact on residual risk exposure until resolved.
\:\ Limited More significant matters require management attention.
' I"il ‘ assurance Moderate impact on residual risk exposure until resolved.

‘ ‘ No assurance
W
h\""\-\.\_:l

Action is required to address the whole control framework in this
area.

High impact on residual risk exposure until resolved.

Assurance not
applicable

—

Given to reviews and support provided to management which form
part of the internal audit plan, to which the assurance definitions
are not appropriate.

These reviews are still relevant to the evidence base upon which
the overall opinion is formed.

Prioritisation of Recommendations

We categorise our recommendations according to their level of priority as follows:

Priority

Explanation
level

High

Poor system design OR widespread non-compliance.

Significant risk to achievement of a system objective OR
evidence present of material loss, error or misstatement.

Management action

Immediate*

Minor weakness in system design OR limited non-compliance.

Medium _ _ . Within one month*
Some risk to achievement of a system objective.
Potential to enhance system design to improve efficiency or
effectiveness of controls.
Low Within three months*

Generally issues of good practice for management

consideration.

* Unless a more appropriate timescale is identified/agreed at the assignment.

%%,

NWSSP Audit and Assurance Services

14/15

14

94/298



v | Cydwasanaethau

d\‘b'/ NHS o
WALES | Shared Services
Partnership

f'g\o G]G Partneriaeth

NHS Wales Shared Services Partnership
4-5 Charnwood Court
Heol Billingsley
Parc Nantgarw
Cardiff
CF15 7QZz
pe)

o, O,
Websit%}?%gdit & Assurance Services - NHS Wales Shared Services Partnership
*’eé%
s

15/15 95/298


https://nwssp.nhs.wales/ourservices/audit-assurance-services/

Archwilio Cymru
Audit Wales

Audit, Risk and Assurance Committee
Update — Powys Teaching Health
Board

Date issued: November 2022




2/10

This document has been prepared for the internal use of Powys Teaching Health
Board as part of work performed/to be performed in accordance with statutory
functions.

The Auditor General has a wide range of audit and related functions, including
auditing the accounts of Welsh NHS bodies, and reporting on the economy, efficiency
and effectiveness with which those organisations have used their resources. The
Auditor General undertakes his work using staff and other resources provided by the
Wales Audit Office, which is a statutory board established for that purpose and to
monitor and advise the Auditor General.

Audit Wales is the non-statutory collective name for the Auditor General for Wales and
the Wales Audit Office, which are separate legal entities each with their own legal
functions as described above. Audit Wales is not a legal entity and itself does not have
any functions.

© Auditor General for Wales 2020. No liability is accepted by the Auditor General or
staff of the Wales Audit Office in relation to any member, director, officer or other
employee in their individual capacity, or to any third party, in respect of this report.

In the event of receiving a request for information to which this document may be
relevant, attention is drawn to the Code of Practice issued under section 45 of the
Freedom of Information Act 2000. The section 45 Code sets out the practice in the
handling of requests that is expected of public authorities, including consultation with
relevant third parties. In relation to this document, the Auditor General for Wales, the
Wales Audit Office and, where applicable, the appointed auditor are relevant third
parties. Any enquiries regarding disclosure or re-use of this document should be sent
to Audit Wales at infoofficer@audit.wales.
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Audit, Risk & Assurance Committee
Update

About this document

1 This document provides the Audit Committee with an update on current and
planned Audit Wales work. Accounts and performance audit work are considered,
and information is also provided on the Auditor General’s wider programme of
national value-for-money examinations and the work of our Good Practice
Exchange (GPX).

Accounts audit update

2 Exhibit 1 summarises the status of our key accounts audit work.

Exhibit 1 — Accounts audit work

Area of work Current status
Audit of the 2021-22 Following discussions with management, audit
Charitable Funds Account work is due to start in early December 2022, with a

view to submitting audited accounts before the 31
January 2023 statutory deadline.

Audit of the 2022-23 Audit planning due to start in early 2023 — exact
Accountability Report and timetable to be discussed with management in due
Financial Statements course.

Performance audit update

3 The following tables set out the performance audit work included in our current and
previous Audit Plans, summarising:

e completed work presented to the Audit Committee (Exhibit 2);
e work that is currently underway (Exhibit 3); and

e planned work not yet started or revised (Exhibit 4).
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Exhibit 2 — Work completed

Area of work

Considered by Audit Committee

Structured Assessment (Phase 2)

— Corporate Governance and
Financial Management

Arrangements

January 2022

Exhibit 3 — Work currently underway

Topic and
relevant

Executive Lead

Focus of the work

Current status and
Audit Committee
consideration

Orthopaedic
services — follow

up

Executive Lead —
Medical Director

This review will examine the
progress made in response to our
2015 recommendations. The
findings from this work will inform
the recovery planning discussions
that are starting to take place
locally and help identify where
there are opportunities to do
things differently as the service
looks to tackle the significant
elective backlog challenges. Our
findings will be summarised into a
single national report with
supplementary outputs setting out
the local position for each health
board.

All-Wales summary
report and a
discrete Annex for
each Health Board
being drafted

January 2023

Renewal

Programme

Executive Lead —

Director of
Planning &

This local work will examine the
arrangements put in place to
deliver the Health Board’s
renewal programme.

Report in clearance
with the Health
Board

January 2023
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Topic and
relevant
Executive Lead

Focus of the work

Current status and
Audit Committee
consideration

Review of
Unscheduled
Care

Executive Lead —
Medical Director

This work will examine different
aspects of the unscheduled care
system and will include analysis
of national data sets to present a
high-level picture of how the
unscheduled care system is
currently working. The work will
include an examination of the
actions being taken by NHS
bodies, local government, and
Regional Partnership Boards to
secure timely and safe discharge
of patients from hospital to help
improve patient flow. We also
plan to review progress being
made in managing unscheduled
care demand by helping patients
access services which are most
appropriate for their unscheduled
care needs.

Fieldwork underway

TBC

Structured This work will continue to form the Report being drafted
Assessment basis of the work we do to

examine the existence of proper January 2023
Executive Lead - arrangements for the efficient,
Interim Board effective, and economical use of
Secretary resources. The 2022 work will

review the corporate

arrangements in place at the

Health Board in relation to:

e Governance and leadership;

e Financial management;

e Strategic planning; and

e Use of resources (such as

digital resources, estates, and
other physical assets).
Psimary Care In 2018, we conducted a review Scoping
@{?&j}:es - Follow- of primary care services,
upﬁ%%'(gw specifically considering whether March 2023
59, the Health Board was well placed
‘}%7 to deliver the national vision for
28
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Topic and
relevant
Executive Lead

Focus of the work

Current status and
Audit Committee
consideration

Executive Lead —
Director of
Primary Care,
Community &
Mental Health
Services

primary care as set out in the
national plan. We made several
recommendations to the Health
Board. This work will follow-up
progress against these
recommendations.

Exhibit 4 — Planned work not yet started or revised

Topic and
relevant
Executive Lead

Focus of the work

Current status
and Audit
Committee
consideration

Good Practice events and products

4

Workforce
Planning

This review will assess the
workforce risks that NHS bodies are
experiencing currently and are likely
to experience in the future. It will
examine how local and national
workforce planning activities are
being taken forward to manage
those risks and address short-,
medium- and longer-term workforce
needs.

Review currently
being scoped

TBC

In addition to the audit work set out above, we continue to seek opportunities for
finding and sharing good practice from all-Wales audit work through our forward

planning, programme design and good practice research.

Details of future events are available on the GPX website. Events include sharing a
o range of perspectives on the impact the pandemic has had on public services in

o)
o :
%f’%lales two years on from the start of the pandemic. The most recent events were

/E@Mﬁduring October 2022, focussing on Tackling Poverty in Wales, and there are

S .
re§>gg_gzces available.

%
%
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NHS-related national studies and related

products

6 The Audit Committee may also be interested in the Auditor General’s wider
programme of national value for money studies, some of which focus on the NHS
and pan-public-sector topics. These studies are typically funded through the Welsh
Consolidated Fund and are presented to the Public Accounts Committee to support

its scrutiny of public expenditure.

7 Exhibit 5 provides information on the NHS-related or relevant national studies
published since our last Committee Update. It also includes all-Wales summaries

of work undertaken locally in the NHS.

Exhibit 5 — NHS-related or relevant studies and all-Wales summary reports

Title

Publication Date

Cyber Resilience Follow Up October 2022
Report received in Private Session
National Fraud Initiative 2020-21 October 2022

Please see Appendix 1

Equality Impact Assessment: More than a tick box

exercise?
Please see Appendix 1

September 2022

Page 8 of 10 - Audit, Risk and Assurance Committee Update — Powys Teaching Health Board

103/298


https://www.audit.wales/cyhoeddiad/national-fraud-initiative-2020-21
https://www.audit.wales/sites/default/files/publications/Equality_impact_assessment-english_0.pdf
https://www.audit.wales/sites/default/files/publications/Equality_impact_assessment-english_0.pdf

Appendix 1

Key messages from recent national publications

National Fraud initiative 2020-21

8

10

11

12

The cumulative outcomes from the National Fraud Initiative (NFI) in Wales since
1996 are now £49.4 million. Across the UK, the cumulative total of NFI outcomes
are now £2.37 billion.

The NFI is a counter-fraud exercise across the UK public sector, which aims to
prevent and detect fraud.

An NFI outcome describes the overall amounts for fraud, overpayments and error
that are detected by the NFI exercise and an estimate of future losses that it
prevents.

Whilst the majority of Welsh NFI participants display a strong commitment to
counter fraud, 13 of the 22 Welsh local authorities identified 95% of the fraud and
error outcomes achieved by Welsh local authorities.

Our report makes several recommendations for participants in the NFI exercise
including maximising the benefits of participation, acting on the results and also
asking audit committees to review the NFI self-appraisal checklist.

Equality Impact Assessments: More than a tick box exercise?

13

14

15

Our work looked at the overall approach to undertaking Equality Impact
Assessments in public bodies in Wales. We concentrated on the 44 public bodies
originally subject to the Well-being of Future Generations (Wales) Act 2015.

We focussed primarily on understanding public bodies’ approaches with a view to
finding good or interesting practice and identifying any common areas for
improvement. We did not evaluate individual public bodies’ approaches in detail.
Our findings highlight examples of good practice in aspects of the Equality Impact

Assessment process across the public bodies we looked at. However, there are
areas for improvement around the following themes:

o Greater clarity over which type of policies must be impact assessed.
o Greater clarity about the arrangements for assessing the impact of
collaborative policies and practices.
o Greater clarity about expectations to consider the Public Sector Equality
Duty as part of an integrated impact assessment.
o Better monitoring of the actual impacts of policies and practices on people.
N
ev;%
0.
RE
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Audit Wales
24 Cathedral Road
Cardiff CF11 9LJ

Tel: 029 2032 0500
Fax: 029 2032 0600
Textphone: 029 2032 0660

E-mail: info@audit.wales

Website: www.audit.wales

We welcome correspondence and
telephone calls in Welsh and English.
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The National Fraud Initiative in Wales 2020-21 2

< Key messages

Key messages

Since we last reported on the National Fraud Initiative (NFI) in Wales
in October 2020, outcomes valued at £6.5 million have been recorded.
The cumulative total of outcomes from the NFI in Wales since NFI
started in 1996 are now £49.4 million. Across the UK, the cumulative
total of NFI outcomes is now £2.37 billion.

NFI outcomes in Wales decreased by £1.5 million to £6.5 million in the
2020-21 exercise. This was primarily because fewer ineligible claims
for Council Tax Single Persons Discount and Housing Benefit claims
were detected, reflecting the fact that some local authorities started
review of NFI matches later than normal due to Covid-19 pressures.

Outcomes

Data sharing enables matches to be made between bodies and across
national borders. Data submitted by Welsh bodies for the 2020-21 NFI
exercise helped organisations in other parts of the UK to identify 153
cases of fraud and error with outcomes of £183,045.

Results

While the majority of Welsh NFI participants display a strong
commitment to counter fraud, 13 of the 22 Welsh local authorities
identified 95% of the fraud and error outcomes achieved by the sector.
This suggests that some local authorities have either failed to recognise
the importance of the exercise or are unwilling to allocate adequate,
skilled counter-fraud resources to investigate the NFI matches.

Process

One Welsh local authority, Cardiff Council, agreed to participate in

an exercise designed to identify fraud and error in applications for
COVID-19 business support grants by verifying applicant bank details
and trading status. These checks helped to identify outcomes of just
under £0.6 million relating to 41 fraudulent or erroneous applications.

Prev Next
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Key messages

Outcomes

Results

Process

<«

Prev Next

Recommendations

All participants in the NFl exercise
should ensure that they maximise the
benefits of their participation. They
should consider whether it is possible to
work more efficiently on the NFI matches
by reviewing the guidance section
within the NFIl secure web application.

Where local auditors recommend
improving the timeliness and

rigour with which NFI matches are
reviewed, NFI participants should take
appropriate action.

The National Fraud Initiative in Wales 2020-21

Audit committees, or equivalent,
and officers leading the NFIl should
review the NFlI self-appraisal
checklist. This will ensure they are
fully informed of their organisation’s
planning and progress in the
2022-23 NFl exercise.
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< Outcomes

[
|
|
|
|
|
|
Key messages | NFIl outcomes
[
|
|
| NFI is a counter-fraud exercise across the UK public sector
[ which aims to prevent and detect fraud. NFI uses data sharing
| and matching to help confirm that services are provided to the
Outcomes | correct people.
|
| An NFI outcome describes the overall amounts for fraud,
| overpayments and error that are detected by the NFI exercise
| and an estimate of future losses that it prevents.
: The NFI recorded outcomes of £6.5 million in 2020-21.
Results |
|
: NFIl outcomes NFIl outcomes NFIl outcomes NFIl outcomes
I cumulatively cumulatively across the in Wales from
I in the UK since in Wales since UK from the the 2020-21
I 1996-97 1996-97 2020-21 exercise exercise
Process : £2.37 billion £49.4 million £443 million £6.5 million
Q. |
E ®;f !
OF 354, I
2
0
"S5 |
|
[
Prev Next |
|
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[
|
|
|
|
|
|
Key messages | Trends in outcomes Outcomes of £6.5 million were identified in the
[ 2020-21 exercise
|
: Outcomes in Wales have decreased by
| £1.5 million to £6.5 million in the 2020-21
I exercise. Reasons for the decrease in outcomes
Outcomes I include:
[  the number of fraudulent or erroneous claims
[ for Council Tax Single Persons Discount .
u detected fell from 3,939 in the 2018-19 £ million
[ exercise to 1,987 in the 2020-21 exercise,
| resulting in outcomes in this area reducing by
| £2 million; and
Results : * the number of fraudulent or erroneous claims
I for Housing Benefit detected fell from 179 in
I the 2018-19 exercise to 82 cases in the 2014-15 2016-17 2018-19  2020-21
I 2020-21 exercise, resulting in outcomes in
| this area reducing by £0.6 million.
[ The above fall in outcomes was offset in part by: While overall outcomes have fallen, this is in part because
Froeess |+ anincrasen the rumber of raucuentor
Q ) | erroneous applications for social housing COVID-19 andemliJc work p u ISing
:é-,,A I detected from 74 in the 2018-19 exercise P '
° @:,;5 I to 237 in the 2020-21 exercise, resulting in The only UK nation which saw an increase in 2020-21
v’fg I increased outcomes of £0.6 million; and NFI outcomes was England. This increase was due to a
s?o"% | - the detection of 43 fraudulent or erroneous S|gn|f|.cant increase in pension outcomes from matching
[ claims for COVID-19 business support grants AU edliels [pnslion selelis el
| resulting in cumulative outcomes of £0.6 Late savings arising from NFI 2020-21 will be reported as
Prev Next | million. part of the NFI 2022-23 exercise.
|
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How the latest outcomes compare to the last exercise
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