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Dear I

Request under the Freedom of Information Act 2000

I write further to your request for information which was received on 22
December 2023, to confirm, in accordance with S.1(1)(a) of the Freedom of
Information Act 2000, that Powys Teaching Health Board (PTHB) partly holds

the information that you require.

For ease of reference your request is set out below and our response follows:

Your Freedom of Information (FOI) Request and Powys Response (Bold):

I am currently embarking on a research project around Cyber Security and was
hoping you could provide me with some contract information relating to

following information:

1. Standard Firewall (Network) - Firewall service protects your corporate
Network from unauthorised access and other Internet security threats.

2. Anti-virus Software Application - Anti-virus software is a program or set of
programs that are designed to prevent, search for, detect, and remove
software viruses, and other malicious software like worms, trojans, adware,

and more.

3. Microsoft Enterprise Agreement - is a volume licensing package offered by

Microsoft.

The information I require is around the procurement side and we do not
require any specifics (serial numbers, models, location) that could bring

threat/harm to the organisation.

For each of the different types of cyber security services can you please

provide me with:

1. Who is the existing supplier for this contract?
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. What does the organisation annually spend for each of the contracts?
. What is the description of the services provided for each contract?

2
3
4. Primary Brand (ONLY APPLIES TO CONTRACT 1&2)
5
6
7

. What is the expiry date of each contract?

. What is the start date of each contract?

. What is the contract duration of the contract?
8. The responsible contract officer for each of the contracts above? Full name,
job title, contact number and direct email address.
9. Number of Licenses (ONLY APPLIES TO CONTRACT 3)

Powys Response

1. I can confirm there are no support contract that exist to support our
network perimeter protection. All equipment is under warranty and
maintained.

2. Powys Teaching Health Board’s Anti-virus software is part of the NHS Wales
Enterprise agreement and contract is maintained by Digital Health and Care
Wales (DHCW).

3. I can confirm that the Microsoft enterprise contracts all held via DHCW
commercial team and I recommend you contact them for a response to this
part of your request: Freedom of information - Digital Health and Care Wales

(nhs.wales)

Please see the PTHB response below for the different types of cyber security
services.

1. NHS Wales Enterprise agreement and contract is maintained by DHCW. This
contract provides us with Anti-Virus, EDR, XDR, ASR & SIEM services.

Questions 2-3 & 5-7. I can confirm that the Microsoft enterprise contracts all
held via DHCW commercial team and I recommend you contact them for a
response to this part of your request: Freedom of information - Digital Health
and Care Wales (nhs.wales)

4. PTHB primary brand is Microsoft.

8. PTHB's responsible officer for PTHB’s requirements as part of this contract is
the Chief Data Officer. They can be contacted via: pthb-cto@wales.nhs.uk

9. Please see attachment 1. The costs have been withheld as they are
considered exempt under Section 43 Commercial Interests of the Freedom of
Information Act. This section of the Act sets out an exemption from the right
to know if releasing the information is likely to prejudice the commercial
interests of any person (a person maybe an individual, company, the public
authority itself or any other legal entity).

This exemption was considered by the Health Board when deciding whether to
release this information because it was felt that, in doing so, it could create a
significant risk in prejudicing the commercial interests of the organisation(s) in
question.
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As this is a qualified exemption the Health Board must consider the public
interest in deciding whether to withhold or disclose the information. The
Health Board accepts that there is a public interest in ensuring openness and
transparency. However, the Health Board believes that disclosure of
information in @ manner which fails to protect the interests and relationships
arising in a commercial context could discourage third parties from dealing
with the Health Board because of fears that the disclosure of information could
damage them commercially. In turn, this could jeopardise the Health Board’s
ability to compete fairly and pursue its function to bring forward development
in the area and obtain value for money. As a result, exemption section 43 is
engaged as it is not considered in the public interest to disclose this
information.

Should you need any further assistance, please do not hesitate to contact me
at the address below.

If you are dissatisfied, with the way your request has been dealt with by PTHB,
you have the right to request a review in which case you should write to:

Chief Executive

Powys Teaching Health Board Headquarters
Glasbury House

Bronllys Hospital

Bronllys

Brecon

Powys LD3 OLY

If you are still dissatisfied at the end of the review, you may complain to the
Information Commissioner, who can be contacted at the following address:

Information Commissioner’s Office - Wales

2nd Floor,

Churchill House,

Churchill Way,

Cardiff, CF10 2HH

Tel: 029 2067 8400 Fax 029 2067 8399
WWW.ico.org.uk twitter.com/iconews

Rydym yn croesawu derbyn gohebiaeth yng Nghymraeg. Byddwn yn ateb y
fath ohebiaeth yng Nghymraeg ac ni fydd hyn yn arwain at oedi. We welcome
receiving correspondence in Welsh. We will reply to such correspondence in
Welsh and this will not lead to a delay.

Yours sincerely

/ @y

Pete Hopgood
Deputy Chief Executive Officer and
Director of Finance, IT & Information Services


http://www.ico.org.uk/
https://twitter.com/iconews



